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[ |
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@ Note
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[default] T2}t O|E0| X|HEl o Z2 0| SUSH ufUof EAHE 4= U&LIC Cf2 A
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setx AWS_PROFILE "my_default_profile_name"

aws.profile - JVM A|AH] &M

JVM2| SDK for KotlinI} Java 2.x& SDK2| A< aws.profile A|AEI £4S AHE & Q&L
Ch. SDKE AMH|A 2EIO|MEE e M T=oMq Aol MY e|x|x| gt & BHE z 20t

o d¥E AEELICH Java 1.x& SDKEO| A|AR £ & X[etX| ef&LCh
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L

2 setting-name=value®l Z
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E2 HAEHT EXH#)Z AlEfsto] T4 #E[E + U&LICH
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MM R default

1=

M Ho| &9 of: [default]
[default]= profile MM AlEHXL7 2R SHK| oIS RUSt ZZ EIQILICEH

Ct2 2 [default] Z2uto| ==
StL|CH Ch2 MM & o|7} dhAiSt EEH77P |o| ES2 MEcs ZE dH20| Z20t o] YR LCH

[default]
#Full line comment, this text is ignored.
region = us-east-2

CHe oMol M profile 414 Bol E1 0lF 0| XIHE Z2 ol
CHoo. CHE 444 B0l7} g4 ol Eg m2E BE MEEO

ok
=]
<
-
A

[profile foo]
..settings...

U MHo= CHE ofAel s3 M7 U 5t Aot 22 SYE AHA ot B8 &0l U&LICt st
A O =¥0¢)
= =

= O = = O =
04AA7|5t04 ot ¢l M E S AGFLICH

[profile test]

region = us-west-2

s3 =
max_concurrent_requests=10
max_queue_size=1000

MM 2% sso-session
MM ol £9| 0d: [sso-session my-sso]

sso-session MM HO| ZE28 AL835t0{ AWS At SHE &It & T2 LS 7 M5t= Ol AHS
st A OE°| 0|2 XIEELICH AWS IAM Identity Center. Single Sign-On 215 T 40| CHEH XHA]

=g ud

M
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7|-4f M2 2 sso-session MM HAEELICH 097|AM sso-session g2 7

o
E=E T—

MM O|&2 sso-session = <name-of-sso-session-section> &

1CHS ool A= ‘my-sso’2l EE S ALS
g E7AWS EoF RIBE TIME Z=2

5104 ‘111122223333 7| 2| ‘SampleRole’ IAM 23&Hod| CH
u}
session 7|E AFE3l0q profile AlMod

to
LS FEELICH “my-ss0” sso-session MM sso-
I o|Eoz &HEELICH

[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[sso-session my-sso]
sso_region = us-east-1
sso_start_url = https://my-sso-portal.awsapps.com/start

MM R%: services
MM ol £9| 0f: [services dev]

(® Note
O| services MM
TR AFRE £

A %
o= Z lEof CHEF AWS SDKs E—TL X|HS2(B)EZAAI2.

services MM HO| E2 AWS MH|A Q7o CHEE AL R X|H .i OIEE AME= M =0
Ol§2 XIEguct = EF%% 7|-gt W22 services AMMol 44 |EP. 047|X services &2

7|10|1 services MM O|E L services = <name—of—serv1ces—section> 2 greduct.

services MME <SERVICE> = §H4E
Xb 7|<SERVICE>QILICE AWS MH|A
7|8

Alservicelddtod{ APl ZEHIOIE

|.
7l SEe MulAE AS QI AwRg

F /=2 0441 7(st0{ SEl 4H0| O|o{ElL]

MMo 2 M TR E|H, 0{7|AHE AWS MH|A Al
ERESUWE YEZ T D ZE EXNE ABKZ Of
o= E*L—IEP services MMo|M AlRE 2 E A—||:||A Al x}
FMI. MHIA AlEER} 7| Solls 2tz 13 Fof =t

oo ME services HO|E A& 304 Amazon DynamoDB AMH|A0f CHEH @ HoiPt Al E Q=
IEE F/88LICt "local-dynamodb" services MM services 7|8 AF&35t0{ profile
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[profile dev]
services = local-dynamodb

[services local-dynamodb]

dynamodb =
endpoint_url = http://localhost:8000

AMEX XIE A= ZIE Foi| CHEr RtMIEH LIE2 MHIAE A= XZQIE MME FZstAAIL.

2ot 40| profile HO{Z Al%}etX| f=ChE ME MR8t credentials THAUO| #5{2 A
MO 2 config IHY #=2t SLUELICH CHE Z Atojoll= Z2 2 O|F RHABHALSELICH CHS o
£ 2te HYEE 220 MMO| )= credentials IS H0iELICH oo.

[foo]

ws_access_key_id, aws_secret_access_key2! Bt
LIClaws_session_token. 0|24t A 3% config I}
Bt 2t YT 9| credentials IHof E&tsl= Zd0| E4&LIC. 0]
o| HEt2 M3 = UA&LCh

Q

7(42

ol BiXIE == AKXIZF O
H 5t 2edt A< ZH oo HE

C22 [default] ZZ2o 0| UE 7|2 credentials IS E0{F &= 0of QILIC.
aws_access_key_id, aws_secret_access_key 2! aws_session_token 2 M
Ct.

[default]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3JpZ21uX21QoIb3IpZ21uX2IQoIb3IpZ21uX2I1QoIb3IpZ21uX2IQoIb3IpZVERYLONGSTRI

credentials IHUOIM HHE Z2 LS ASSHE "default"E AHSSHE H2810] od7]0f Qi 2
E MYe SYUH Z2LO0|ES A8 SHE config US| BE MAD ZEELICH SUS 0I8S T
Qo ZRuteof CHEt 2ot 9150 £ Y 2o Y B 2o Q15 nhlol 7|7t LML
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25 AWS config & credentials IFY2 AWS SDKs. I} & Z0] 2ZZ 4 F 304 SDK 2
e Y EEolM AdsteE AWS CLI B&Eof olal AHS 22 AP EILICH o S04 AHA| 7"“E-|01|k|
EE = Amazon Elastic Compute Cloud QIAEIA 0| A 7HEHEr .

= T A™EM o3 IS EQlstT AL JtsE A MAe 2egtLict ool ofF
2 SDK EE= =30 o5l 7|2 nto| RIS o2 MA=lL|C},

Linux 2 macOS ~/.aws/config
~/.aws/credentials
Windows %USERPROFILES\.aws\config

%SUSERPROFILE%\.aws\credentials

= H
§_ rin
2 mln
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L z
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m
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Linux/macOS

Linux 2= macOSO| A Ct& ol LHELHY| B E A™stod T fIXIE x|HE = A&LICH

$ export AWS_CONFIG_FILE=/some/file/path/on/the/system/config-file-name
$ export AWS_SHARED_CREDENTIALS_FILE=/some/other/file/path/on/the/system/
credentials-file-name

Windows

Windows0l| A CtZ 2| setx BHEE A&isto] CHA| | x[E XIHE = U&LICt
C:\> setx AWS_CONFIG_FILE c:\some\file\path\on\the\system\config-file-name
C:\> setx AWS_SHARED_CREDENTIALS_FILE c:\some\other\file\path\on\the\system
\credentials-file-name
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https://linuxconfig.org/learning-linux-commands-export
https://docs.microsoft.com/windows-server/administration/windows-commands/setx
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Linux, macOS, or Unix

$ export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE

$ export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRFfiCYEXAMPLEKEY

$ export
AWS_SESSION_TOKEN=AQoEXAMPLEH4a0AHOgNCAPy. . .truncated. ..zrkulWJ0gQs8IZZaIv2BXIa2R401gk
$ export AWS_REGION=us-west-2
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Windows Command Prompt

C:\> setx AWS_ACCESS_KEY_ID AKIAIOSFODNN7EXAMPLE
C:\> setx AWS_SECRET_ACCESS_KEY wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
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C:\> setx

AWS_SESSION_TOKEN AQoEXAMPLEH4aoAHOgNCAPy. . .truncated...zrkuWJ0gQs8IZZaIv2BXIa2R401gk

C:\> setx AWS_REGION us-west-2
EE HrE MHESE Ol setE AFE5HH AMS El= gL0| HEE[o] A BE ZFZE MMO| &
SE MR Es HeE CHE 22 AYE K| RXIELICH 28 H-8 MYdt= Ol setxE
MESHH A BHE ZFZE MMt BHE Al 5 MEet ZE HE ZFEZE MMM AF8 &=
2ro| HAELICH HHES A™dst= Al™Hol o|0] A 5QI CHE HAE o= &2 FX| f&Lich

PowerShell

PS C:\> $Env:AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"

PS C:\> $Env:AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"

PS C:

truncated. . .zrkulWWJ0gQs8IZZaIv2BXIa2R401

\> $Env:AWS_SESSION_TOKEN="AQoEXAMPLEH4aoAHOgNCAPy. ..
PS C:\> $Env:AWS_REGION="us-west-2"
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https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/set_1
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/setx
https://docs.microsoft.com/powershell/module/microsoft.powershell.core/about/about_environment_variables
https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html
https://www.serverless.com/framework/docs/providers/aws/guide/serverless.yml#general-function-settings
https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html#configuration-envvars-runtime
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Linux, macOS, or Unix

$ export JAVA_TOOL_OPTIONS="-Daws.region=us-east-1"
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https://docs.oracle.com/javase/tutorial/essential/environment/sysprop.html
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Windows Command Prompt
C:\> setx JAVA_TOOL_OPTIONS -Daws.region=us-east-1
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System.setProperty("aws.region", "us-east-1");
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https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/set_1
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/setx
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https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html#credentialProviderChain
https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html#credentialProviderChain
https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html#credentialProviderChain
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task_definitions.html
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https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/iam-roles-for-service-accounts.html
https://docs.aws.amazon.com/eks/latest/userguide/service-accounts.html#service-accounts-iam
https://docs.aws.amazon.com/codebuild/latest/userguide/auth-and-access-control-iam-identity-based-access-control.html
https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html#credentialProviderChain
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_oidc_cognito.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_oidc_cognito.html
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https://docs.aws.amazon.com/general/latest/gr/sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-assume-role.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_request.html
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/auth-and-access.html
https://docs.aws.amazon.com/cloudshell/latest/userguide/
https://docs.aws.amazon.com/codecatalyst/latest/userguide/welcome.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_oidc_cognito.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_oidc_cognito.html
https://docs.aws.amazon.com/general/latest/gr/sso.html
https://docs.aws.amazon.com/general/latest/gr/sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://aws.amazon.com/compliance/shared-responsibility-model/
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https://github.com/aws/rolesanywhere-credential-helper#readme
https://docs.aws.amazon.com/STS/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
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UHE +YUS TS SDK EE ST E MYsEH HA e S Ag s grE7LE Algslok FfLICt
IAM &2 Ag ARNS AL85t04 R sHAH AEELICH AE2 ™Moz AY LHo|lM EE 224
AY AMAE 2IsH CHE AEIE|QF 2| E#AHE FHELICH REAIEE LIS 2 IAM AHE HHA Q| IAM
o MM HESAMAR

2CtA: SDK EE= =7 7

credential_source = source_profileO|A 2ot QIEE LAY EE SDKEE EFE 7
%I-L_||:|.
= .

Amazon ECS Z1E{|0|L4, Amazon EC2 QIAEIA L= 873 Hd0i A EOF QIS E A 4ASE O

credential_source2(E) AFEEtLICH.

Che Z2otelolMd ot 9188 4 45Hs Ol source_profileg(8) AHS #LICH
source_profile2 3 +E HE S AISSIO{CHE HEE s YUt Z2ZMU HE F2U 9

A QIS X[ELICH

2 Ae 2 = Hstod HA| At ZHE AMSI D AHEstE{H 37 AWS config ZHof

2t 2 KIEE LI ofedet dof CHEt REMIEF L2 g 2o Q15 MSA = A8 MMHg & Es
AlA|@

= —_—r

« role_arn - 1EHAH0{| A A AI8H IAM 23EH0d| M

« credential_source = source_profile & stLIE 7+

(B4 ALE) duration_seconds

o (MEH AL
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of:

external_id
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)
)ymfa_serial
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role_session_name
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il

o= &/ config UM F AE =4 SM ZFo| 7HE EoiFELICH

role_arn = arn:aws:iam::123456789012:r0le/my-role-name
credential_source = Ec2InstanceMetadata

[profile-with-user-that-can-assume-role]
aws_access_key_id=AKIAIOSFODNN7EXAMPLE

IAM 238t = 31


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
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aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3IpZ21uX21QoIb3IpZ21uX21QoIb3IpZ21uX21QoIb3IpZ21uX21QoIb3IpZVERYLONGSTRI

[profile dev]

region = us-east-1

output = json

role_arn = arn:aws:iam::123456789012:role/my-role-name
source_profile = profile-with-user-that-can-assume-role
role_session_name = my_session
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Login With Amazon, Facebook, Googlelt Z2 HE2| Xt3 ZH SZAt2| JSON & EZ(IWTs)2
AL ESt0{E ALE5H04 A AWS Rt BHE 7HX{2 = U&LICtAssumeRoleWithWebIdentity.
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https://docs.aws.amazon.com/STS/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
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AbE ol et ol248t UWTs ID EE E=
PingFederate?t Z2 OIDCe| AM Z2EZD

g T A&LICH

FLHAM
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HMA EZOIEtD & = J&LICH Entrald EE&
o 32 El= ID M2YUA (1dPs)0l|A] 2t 28t JWTSE ALS

Amazon Elastic Kubernetes ServiceE A& 5t= A< 0| 7|52 Amazon EKS Z22{AE Q| ZF AMH|A
AHEol| 3l MZ CHE 1AM (&2 X|H5t= 7|s2 MSELICE O] Kubernetes 7152 JWTs Z =0
HBiEZE CtS0| X3 588 SZA7E YAl AWS Xt4 52 ¢ = O AL & LICH 0] Amazon EKS 4
off CHet RtA[EH LHE 2 Amazon EKS AFE B A S| MH[A AH[ZHoi CHEH IAM HFE & R ZSHMIR. a8
LI f Z+HE 8 22 6t SDKOAM X335 2 Amazon EKS Pod IdentitieE CHA AF& SH= 40|
Z &LCt.

1EHAH: 22t Q1F =R Y IAM g A

O 1dP2te| HIEIO|ME F5tE{™ IAM At 5H SZXHE AL8 5104 2% I1dP & e T 40f

AWS CHal| &2iL|ct |%" 1| St AWS AHE o 2% IdP Ztoll 127} ™ ElLICH 2150i JSON ¢

EZUWT)2 AE3IE S SDKE Fd5t7| ™ol MK Xt FH SZAH1dP)Qt 047|0of| HMASH= O
AEE|lE IAM JE e M- 3H FEfLICH o248t MM E dt2d™ IAM AFR MEMO| ¢l Hot Q15 £ =
OpenlD Connect HHE| 0| M2 | g MH(EE)2 HZTsHAAIL.

2Bt SDK E= E7 74
AWS STS 2152 2|sll2l JSON & EZ(JWT)E MESH=S SDK £ =7 & F/J& LI

IZZ2IE0|M 0|2 X|MH5IH SDK EE= 77 RFEE o 2 3T AWS STS
L|

AssumeRoleWithWebIdentity APIE 2 S E&LICE Y X8 ZH HASS ALE5104 A RHE &
HE HMtT ALE5tE{™ 3R AWS config THUoA ChE 7 gt2 XIEELIct. oled8 -l ol
B XFMIBE LIS g o 0I5 MSA =& A MME FXRFHAAIR

« role_arn - 1EHAH0{| A A A8H IAM 23&H0d| M
« web_identity_token_file- 2|5 |dPO{Af
o (MEH AR duration_seconds

« (ME ALE) role_session_name

CHE S # IDE AL85tod 9B 8 $2ste TR config T TAI0| ofRlLict

[profile web-identity]
role_arn=arn:aws:iam::123456789012:role/my-role-name
web_identity_token_file=/path/to/a/token

2l X}74 3 == OpenlD Connect@} H|C{z| 0|44 33


https://docs.aws.amazon.com/eks/latest/userguide/iam-roles-for-service-accounts.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp_oidc.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp_oidc.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithWebIdentity.html
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EH}Ol O Z 2|7|0|4 9| B2 Amazon CognitoE AFE 3= Zd0| E&LICH Amazon Cognito
EID EEFHE ES5tH AFSXHE CHAISHof S8t H2|o|MS &LCt. 3t X8 Amazon
Cognito 20+ 215 SZ A= CHE E¢ot 015 SZAAH SDK & =+ 304 2tol=22{2lo] &=
& E|X| £ &LICt. Amazon Cognito API0Y| M| ASHE{™H SDK EE= = +& YE E= 2to|Ed
2[0ll Amazon Cognito AH|A ZE2t0|AEE Z & A|F|MAIR2. AWS SDKs2t =71 At 5tEdH
Amazon Cognito 7H& X} SHLHAM S| Z = oiME HESHM L.
DE dg el Hot 215 SZ A Mol e RFMIEH LI 2 o] et ol e 2ot 915 MBS A &+
UE TSN
AWS M| A F|1E AL2510{ AWS SDKs 2! =7 Q15
AWS HAM|A 7| AFE 2 AWS SDKs.
Chy| €Ot OIE XEHZ AR5 |C}H
AT E MM 7|7t M AL 0l IAM Identity CenterE AF&35t0{ AWS SDK & =7 Q152 AISStES
SDK E= =& Fd8st= XWol E&Lct
SHX|2F SDK == =72 A 2ot 1B 8 A M-Ested™ B 7| At ZHS AL& 3104 AWS SDKs
LTRSS HATMAL.

/A Warning
Hot Q|32 WR|stE{H E2x8d AT EQ0{E JHE 5t 7LE AKX CIO|E{ 2 =HdE [ IAM AL
AHE QI50i AF835HX| OFAAl2. CHAI AWS IAM Identity CenterZt ZH2 EOH OIE ZZ2XIE S
gt HHello|ME A

of| A UA|A B2 AWS HH

Hot 28 AlE|Z IAM Identity Center@t AWS Organizations & 7HE Al&30{ ZE0M HMHAE EE|
e 20| Z&LICH AWS A, ZHAIEH LI 2 IAM AF8 MEM | IAMS| 2ot 2 ALRl|E &R SHAIA]
o
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https://docs.aws.amazon.com/cognito/latest/developerguide/service_code_examples.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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IAM Identity Center0il M AF&XIE 24443t 74LE, Microsoft Active DirectoryE AF&St74LE, SAML 2.0 A}
4 38 SZRH(IdP)E A& 5t7LE, IdPE JHHEA o 2 HHE|o|ME = U&LICH AWS HHE. o|2{8t ™
oAl B SHLEE AF2 8 AF2XFod|A| Single Sign-On BEE MEE £ Q&LICt CHS 215 (MFA)
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£ HEst AWS HE HMA0f HAIXHH SHE ALY =L UELICL OlE SRE = U= B7IE
ot 015 HHEO|H AWS 2laA0] CHEt 2ot /I3E S7HAIZ = U= IAM AL ALt = CHELICEH
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E XMZ M83ste B EIAE IAM ALEXHE AWSH Bt CHE O|E AF83sto] At&ME M-St T XS
SHok & At 2 A IE = AWS JUELICH ot& Solle ol2{El REe 2ot 15 HEE A8siT MH
X|2h MEetA #E grolME AL S| &= 20| E&LICH
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Ol248t AFE ALE QIFE0IA IAM AL ALE AFESHE AR 7H58 8 AWS A W] IAM Identity
Center2 Mgtst 7L Xt4 58 S=AHE 2 HoSl|o[MdEf LI RtME LIE2 AWSHM A HE EE 5
= A 2 HHE0[ME HASAM L.

HOot IAM AFS A} dAA F|

IAM AFSRF KA 7l B E MASHOL BHLICH IAM AFS A MBAMQ| AMA 7| BRI e |
A2 MEME. ASE IAM AHB R ANA 718 ZRAUCHD HZEIH A A 7|12 DHSHL.

IAM AF2 XL HAHA 7|2 24 A|AEIO] 28 AWS credentials TFoi| A{ZEaHof & LICH F =0

IAM AF2 R} AM|A 7|2 X{Z6HK| OFMI2. IAM AFRRF HAMA 7|7} ZEHE 2A I U2 AA FE BE

AT EQ 0|0 ZEA|IZ|X| OIMIR. LE AA T ZNME git-secrets ol Zte o8 Co= AIR5H Q5

MEHE AL Z Git 2|ZX|EZ|of HOl5ts 242 wx|E £ QA LICH REMISH LIZS IAM AL X MH
Mol IAM ID(MERE, & 2 298 E A XRSIMAL.

IAM AFS R} AISHE ST &7 K17 BHES 8501 AWS SDKs X EF 2158 X AAIL.

EH| X2 SHE AIE5H0{ AWS SDKs & =7 015

st MM 7|ZH M3 1AM Identity CenterS AFE310{ AWS SDK 2! =3 Q15 &7H AF8 5t == AWS
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https://aws.amazon.com/identity/federation/
https://aws.amazon.com/identity/federation/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://github.com/awslabs/git-secrets
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
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WS SASI ASE 4 ALICH O QIF0| B M A ot 9IF S SAbsHor BT Z2uty
ol Al ot QIES ABHIHLE 018 AAE £4 U 317 W40l gtoz A8Y 4 gLl

e A2l 2ot Q15 TUolM ANA I ERS +5O2 Balste ChAl ofE I ol Mol M CHof
M HEEIE YAl 2ot QIS Ag st 0| TaLT

« Amazon Elastic Compute Cloud EEE0{ M OZZ|7il0|ME AdlistE Zdnt ZH2 HFE AWS MH|A
LICH AWS Lambda.

. 92 X B TTA Q0| & ChE SMULICHAM Identity CenterE A& 3104 AWS SDK &
(]

AWS A of M ZAAE Er7| ot Q1B MEE AZ5to] 2ot Q15 Tt M
1. 3% 2ot oI5 ntol My
2. HotolE meof HA| SE EoF 15 E 204 d2 WHX| CFS A2l EAKH IAEE E0{ €&
LICH
[default]
aws_access_key_id=<value from AWS access portal>
aws_secret_access_key=<value from AWS access portal>
aws_session_token=<value from AWS access portal>
3. mUg XMEELICH oA ~/.aws/credentialsIt ol 2Z JHg A|AEo| EXHSHOF & LICEH O]
o= olF0| x| 8E &Y zz 0ol X|HE[X| §f2 B9 SDK == =T 0|lM At8stE [7]E]
Z21uo| §0{ U&LICH
4. AWS MM A ZEo| 2T QIR LICE.

5. =& AA 5H ME TEof ot ot xIEoll et AWS HAA Z=-IA 1AM HE xH A 5HE
SAHEFLIC

a. 23 E K| 4EAH0|MH 7HE 7dof| °”H|* Tt 2045l IAM HE 0|2 MEYEHLCH
O] A& U™ o Z PowerUserAccess == Developer2t Z2 0|E2 2 &|o{ Ql&LICH
b. ZIE X[E7HHMM AWS £20t 015 ol =52 T2 0t FIt SMS MEISHT LY
2 SAELICE
6. SAlet EoHQIEE 22 credentials IUo| 04 E&LICH default ZTEIAUE AIESHE
A2 dEE T2 0t 0|2 ER5HK| et&LCt T2 ChS 1 FAMSHoF & LICEH
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https://docs.aws.amazon.com/sdkref/latest/guide/file-location.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html#file-format-profile
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html#file-format-profile
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosignin.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtogetcredentials.html#how-to-get-temp-credentials
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[default]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZVERYLONC

7. credentials I} X{&&L|CE.
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https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosessionduration.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
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https://docs.aws.amazon.com/general/latest/gr/aws-access-keys-best-practices.html
https://docs.aws.amazon.com/general/latest/gr/aws-access-keys-best-practices.html
https://docs.aws.amazon.com/general/latest/gr/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/accounts/latest/reference/welcome-first-time-user.html
https://docs.aws.amazon.com/accounts/latest/reference/welcome-first-time-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-set-up.html#create-an-admin
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html#id_users_create_console
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- CHEE 9| “A|Z5L7|” SDK AH& A0 A= Amazon S3 A‘Il:lléE o2 ALEELICH oiZ
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AmazonS3FullAccess HAME MEASIMA|R,
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2EHA|: HMA 7| 7H 27

1. 1AM 2£0| B4 ol M ABAHE MEEH T+ 0|0l AAIEH AL AL User nameS M=
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o

L

2. M-St HO|X|o M 2ot Eot 21F m|o|X|& MERFLICH 23 CHS AMA F[0]M AMA 7]
g2 MEfELICH

MR

3. HMA 7| MY 1AM BHE CIE{HO|ACLYEE 2H ZEE MEHEILICE F SMH2F
AWS CLI 2! SDKs 250l Ar8 e St 89| 7|8 HdgfLct.

4., HMA 7| PHET| 2EHH 0| M MEHA EfT

=

=

5. HM|A 7| M SEAOIM csv IH CHR 2 =8 MEA5t04 IAM ALS LS| A A 7| U ok AMA
712 & .csv A MEELICH LESol ol WETJF HghLlCh.

/A Warning

MHet 2o ZXR|E AF83stod o|g{Eh 2o RIEE eH s A R RIELICEH

6. 2 Z(Done)E ME4FLICE

3EHA|: credentials I H|0|E

1. 37 AWS credentials TtS M4 5t7LE ALICH O] TFYU 2 Linux & macOS A|AEIS| B
~/.aws/credentialsO|M, Windows2| Z< SUSERPROFILE%\.aws\credentials@lL|C}.

\

REMEH L2 EoF 015 mhel f|x|E & ESHAAIL.

2. OIS HAEE BR credentials THIO| Z7FBILICH OiX ID 2t L oM 7| 22 olFoll cte 2
=E3t. mtelo IHAQE HH I AAI2.
[default]

aws_access_key_id = AKIAIOSFODNN7EXAMPLE
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https://docs.aws.amazon.com/credref/latest/refdocs/file-location.html
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aws_secret_access_key = wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

3. oIS XMEELICH

39 credentials IIYU2 EHOF QIS S XESHE 7HE Lol ghedol O}, 4 HeZ MY o
T U&LICH 84 B4 0|2 AWS MM A 7| MME BIXFHAAIQ. O] HHO Z A|ZHE 4= QIX|BH 7}
S & WE| JAM Identity Center == 7|EF &JA| 2ot 01502 MEHSHE Zdo| E4LICH & 7| 2ot 2l
S2 M2SIK| tEE TMEtst £0i= 28 credentials IO sHE 2O QIE 2 AFX|5HoF &L
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IAM @3&t2 AF23104 Amazon EC20] HHZ =l ojZ 2|7{|0|M @15

O| oflM|ofl A= Amazon Elastic Compute Cloud @IAEIA 0| HYZ El of Z 2|71 0|0 =
S3 HAMA HEHO| = AWS Identity and Access Management 2382 MM sH= WS CHELICH

Amazon Elastic Compute Cloud 2IAEIA0| A AWS SDK OfZZ|7i[0|MS A-&5tEd™ IAM &2
M3t CHE Amazon EC2 QIAEIAOf ST &0l CHEH HM[A FHEHES Ro{RLICH RHMIEH LIS 2
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://console.aws.amazon.com/iam/
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-launch-instance-wizard.html#liw-quickly-launch-instance
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-to-linux-instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connecting_to_windows_instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connecting_to_windows_instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-to-linux-instanceWindowsFileTransfer.html
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/singlesignon/latest/userguide/trustedidentitypropagation-overview.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/trustedidentitypropagation-overview.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/create-application.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/create-application.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/create-application.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/create-application.html
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AWS IAM Identity Center AbR ABAQ| TIP AHX 274 2 112 AFEHS B XM,
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AWS IAM Identity Center AF& AEMO| AWS 2|2 o Z2|7{0|MH EE= 12 223 o Z 2[7|0|
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https://docs.aws.amazon.com/singlesignon/latest/userguide/awsapps-that-work-with-identity-center.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/trustedidentitypropagation-overall-prerequisites.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/awsapps-quick-start-setting-up-identity-center-to-test-awsmanagedapps.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/customermanagedapps-trusted-identity-propagation-set-up-your-own-app-OAuth2.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/customermanagedapps-trusted-identity-propagation-set-up-your-own-app-OAuth2.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/using-apps-with-trusted-token-issuer.html#trusted-token-issuer-prerequisites
https://docs.aws.amazon.com/singlesignon/latest/userguide/setuptrustedtokenissuer.html#setuptrustedtokenissuer-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/setuptrustedtokenissuer.html#setuptrustedtokenissuer-tasks
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/ssooidc/SsoOidcClient.html
https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/Package/-aws-sdk-client-sso-oidc/
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TIP Z2242Q18 4% mwl MBSt wetolE{of et ohe HE 2F A S DE{stMI2.
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MEIE 3 £35t0{ XAt 5 MEY ALt HHAEE 71K S 5= Q)
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« 9| X} ZBHOM|= sts:AssumeRole,0l| CHEF sts:SetContext ™80l stsClient Q0{0F &L
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 applicationRole= Z2112/9| AssumeRoleWithWebldentity &2 &3l applicationRoleS
+=l5t= Ol A E|2 2 webTokenwebToken=8 M/&st= Ol AFEEl= AHE 8 SZAtet &
2| gtAH 7 2lo{of &rLCt.

ApplicationRole F432] 04

b Al2| R{%H-

o EE S=SXNE ASE Mz HA:

rok

"Version": "2012-10-17",
"Statement": [
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https://aws.amazon.com/blogs/security/announcing-an-update-to-iam-role-trust-policy-behavior/
https://aws.amazon.com/blogs/security/announcing-an-update-to-iam-role-trust-policy-behavior/
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithWebIdentity.html
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i

"Effect": "Allow",
"Principal": {

"Federated": "arn:aws:iam::ACCOUNT_ID:oidc-provider/

IDENTITY_PROVIDER_URL"

I
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {

"StringEquals": {

"IDENTITY_PROVIDER_URL:aud": "CLIENT_ID_TO_BE_TRUSTED"

i}
ro
02
12

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"sts:AssumeRole",
"sts:SetContext"
1,
"Resource": [
"accessRoleArn"
]
1,
{
"Effect": "Allow",
"Action": [
"sso-oauth:CreateTokenWithIAM"
1,
"Resource": [
nxn
]
}
]
}
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TIPE AT 2 E oA

otz ol Mol A= AWS SDK for Java EE=& AF&36t0d ZEH TIP E22{10QI2 F3#5t=E WHE E0iE
LICt AWS SDK for JavaScript.

Java

AWS SDK for Java ZEXME 0| A TIP £2{1Ql€ AIE5tE{H Z2XME pom. xml IHAUQ| FHH2
2 MedsHok grLict,

<dependency>

<groupId>software.amazon.awsidentity.trustedIdentityPropagation</groupId>

<artifactId>aws-sdk-java-trustedIdentityPropagation-java-plugin</artifactId>
<version>2.0.0</version>

</dependency>
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@ Note

0| o M0l M= S3 Access GrantsO| A AF2 At et AXd5Hof
Access Grants AEME EZX5HMIL.

FLICH RFM|EH LIS S3

ok

ZM1:0IDC 2! STS EEto|E d= & ™ME

Sso0idcClient oidcClient = SsoOidcClient.builder()
.region(Region.US_EAST_1)
.credentialsProvider(credentialsProvider).build();

StsClient stsClient = StsClient.builder()
.region(Region.US_EAST_1)
.credentialsProvider(credentialsProvider).build();
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/access-grants.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/access-grants.html
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TrustedIdentityPropagationPlugin trustedIdentityPropagationPlugin =
TrustedIdentityPropagationPlugin.buildexr()
.webTokenProvider(() -> webToken)
.applicationArn(idcApplicationArn)
.accessRoleArn(accessRoleArn)
.sso0idcClient(oidcClient)
.stsClient(stsClient)
.build();

S3AccessGrantsPlugin accessGrantsPlugin = S3AccessGrantsPlugin.builder()
.build();

S3Client s3Client =
S3Client.builder().region(Region.US_EAST_1)
.crossRegionAccessEnabled(true)
.addPlugin(trustedIdentityPropagationPlugin)
.addPlugin(accessGrantsPlugin)
.build();

final var resp = s3Client.getObject(GetObjectRequest.builder()
.key("path/to/object/fileName")
.bucket("bucketName")
.build());

MiH

=M 2: applicationRoleArn e & ZE2{TQI 2 ZFEI0|E M4 @17

TrustedIdentityPropagationPlugin trustedIdentityPropagationPlugin =
TrustedIdentityPropagationPlugin.builder()
.webTokenProvider(() -> webToken)
.applicationArn(idcApplicationArn)
.accessRoleArn(accessRoleArn)
.applicationRoleArn(applicationRoleArn)
.build();

S3AccessGrantsPlugin accessGrantsPlugin = S3AccessGrantsPlugin.builder()
.build();

S3Client s3Client =
S3Client.builder().region(Region.US_EAST_1)
.crossRegionAccessEnabled(true)
.addPlugin(trustedIdentityPropagationPlugin)
.addPlugin(accessGrantsPlugin)
.build();
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final var resp = s3Client.getObject(GetObjectRequest.builder()
.key("path/to/object/fileName")
.bucket("bucketName")
.build());

FIH MR HE LU AAE GitHub®| trusted-identity-propagation-javaZ® & Z3HM2.

JavaScript

ClS B2 AE5l04 AWS SDK for JavaScript Z2HME| TIP Q1& £8{1Q mF7|X|E MHX[EL]

$ npm i eaws-sdk-extension/trusted-identity-propagation

z|& ol ChSot /A

o
oh

40| L& E|0{0F package. json & LICH.

"dependencies": {

"@aws-sdk-extension/trusted-identity-propagation": "~2.0.0"
1,
AA FAE0|M ER3 TrustedIdentityPropagationExtension 3448 7HXSLICH
CHE XM= A2 +~ e At &Y Tt Se{aele| elAHAE st 0|& MH[A 2
2tO|MEN| FItetE F 74K S EoiELICH F oMl 25 Amazon S3& MHIAZ ALEStD
Amazon S3 Access GrantsE AFE5l01 ALSAtE HehE 2|5t K[EH MZIE = AWS MH[A U=
A4 5 HulTIP)E XIHsts ZEM HEY + A&LICH

@ Note

0| oMol M= Amazon S3 Access GrantsOlA AFE A HetES XSl ok
LH€ € Amazon S3 Access Grants AHAE EHZFHMI2.

FLICEH REA[EH

ok

ZM1: 0IDC & STS 2Ct0|ME e L HE

import { S3Client, GetObjectCommand } from "@Eaws-sdk/client-s3";

import { S3ControlClient, GetDataAccessCommand } from "@aws-sdk/client-s3-control";
import { TrustedIdentityPropagationExtension } from "@aws-sdk-extension/trusted-
identity-propagation";

const s3ControlClient = new S3ControlClient({
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https://github.com/aws-sdk-plugin/trusted-identity-propagation-java
https://docs.aws.amazon.com/AmazonS3/latest/userguide/access-grants.html
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region: "us-east-1",
extensions: [
TrustedIdentityPropagationExtension.create({
webTokenProvider: async () => {
return 'ID_TOKEN_FROM_YOUR_IDENTITY_PROVIDER';
I
sso0idcClient: customOidcClient,
stsClient: customStsClient,
accessRoleArn: accessRoleArn,
applicationArn: applicationArn,
b,
1,
1);

const getDataAccessParams = {
Target: "S3_URI_PATH",
Permission: "READ",
AccountId: ACCOUNT_ID,
InstanceArn: S3_ACCESS_GRANTS_ARN,
TargetType: "Object",

};

try {
const command = new GetDataAccessCommand(getDataAccessParams);
const response = await s3ControlClient.send(command);

const credentials = response.Credentials;

// Create a new S3 client with the temporary credentials
const temporaryS3Client = new S3Client({
region: "us-east-1",
credentials: {
accessKeyId: credentials.AccessKeylId,
secretAccessKey: credentials.SecretAccessKey,
sessionToken: credentials.SessionToken,
I
1);

// Use the temporary S3 client to perform the operation
const s3Params = {

Bucket: "BUCKET_NAME",

Key: "S3_OBJECT_KEY",
};

const getObjectCommand = new GetObjectCommand(s3Params);
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const s30bject = await temporaryS3Client.send(getObjectCommand);
const fileContent = await s30bject.Body.transformToString();

// Process the S3 object data

console.log("Successfully retrieved S3 object:", fileContent);
} catch (error) {

console.error("Error accessing S3 data:", error);

=M 2: applicationRoleArn HE & ZE2{TQI 2 ZFEI0|E M4 @17

import { S3Client, GetObjectCommand } from "@aws-sdk/client-s3";

import { S3ControlClient, GetDataAccessCommand } from "@aws-sdk/client-s3-control";
import { TrustedIdentityPropagationExtension } from "@aws-sdk-extension/trusted-
identity-propagation";

const s3ControlClient = new S3ControlClient({
region: "us-east-1",
extensions: [
TrustedIdentityPropagationExtension.create({
webTokenProvider: async () => {
return 'ID_TOKEN_FROM_YOUR_IDENTITY_PROVIDER';
},
accessRoleArn: accessRoleArn,
applicationRoleArn: applicationRoleArn,
applicationArn: applicationArn,
b,
1)
});

// Same S3 AccessGrants workflow as Option 1
const getDataAccessParams = {
Target: "S3_URI_PATH",
Permission: "READ",
AccountId: ACCOUNT_ID,
InstanceArn: S3_ACCESS_GRANTS_ARN,
TargetType: "Object",
b7

try {
const command = new GetDataAccessCommand(getDataAccessParams);
const response = await s3ControlClient.send(command);
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const credentials = response.Credentials;

const temporaryS3Client = new S3Client({
region: "us-east-1",
credentials: {
accessKeyId: credentials.AccessKeylId,
secretAccessKey: credentials.SecretAccessKey,
sessionToken: credentials.SessionToken,
1,
1}

const s3Params = {
Bucket: "BUCKET_NAME",
Key: "S3_OBJECT_KEY",
I
const getObjectCommand = new GetObjectCommand(s3Params);
const s30bject = await temporaryS3Client.send(getObjectCommand);

const fileContent = await s30bject.Body.transformToString();
console.log("Successfully retrieved S3 object:", fileContent);

} catch (error) {
console.error("Error accessing S3 data:", error);

ZI7F MR HE L AAE GitHubQ trusted-identity-propagation-js& & Z3HAI L.

TIPE A&

olo
0]

r
R
[n

ofl &
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https://aws.github.io/aws-sdk-go-v2/docs/configuring-sdk/
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https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/setup-config.html
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https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/using-configuration.html
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https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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[default]

aws_access_key_id = AKIAIOSFODNN7EXAMPLE

aws_secret_access_key = wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

aws_session_token = AQOEXAMPLEH4aoAHOgNCAPy. . .truncated...zrkuWJ0gQs8IZZaIv2BXIa2R401gk
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export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE

export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

export
AWS_SESSION_TOKEN=AQOEXAMPLEH4a0AHOgNCAPy . . .truncated. ..zrkuWlOgQs8IZZaIv2BXIa2R401gk
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4 2 MXSHE Windows Ol Al:
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setx AWS_ACCESS_KEY_ID AKIAIOSFODNN7EXAMPLE

setx AWS_SECRET_ACCESS_KEY wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

setx

AWS_SESSION_TOKEN AQoEXAMPLEH4aoAHOgNCAPy. ..truncated...zrkuWJOgQs8IZZaIv2BXIa2R401gk
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JVM AAHE &M MX2 AWS SDK for Java 2! AWS SDK for Kotlin 0| AHBF X| & ElL|C}.

SDK X HonEes FILHE

AWS CLI v2 of

SDK for C++ 0 3% config T2 X|HE|X| et&LICt

SDK for Go V2 (1.x) of

SDK for Go 1.x (V1) of 3% config It MHEES AIEStE{H 78 LU EEE
740k & LICH MM g FESIHAMAIR

SDK for Java 2.x ]

SDK for Java 1.x ]
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
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SDK X HunEEFRIHE
SDK for JavaScript 3.x o
SDK for JavaScript 2.x of
SDK for Kotlin o
NET 4.x8 SDK ol
SDK for .NET 3.x ol
SDK for PHP 3.x of
SDK for Python (Boto3) of
SDK for Ruby 3.x o
SDK for Rust of
SDK for Swift of
PowerShell V5& =7 of
PowerShell V4& T+ o B3 XX E& L.
o8t Hot 0I5 MIBA £
® Note
A m|o|x|2| gilojotR & OlaHat 7Lt CHEofl L2 = Support AWS SDKsO| 7t0[= 0] M7 o
O|X| of3H.
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https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
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of3tg 405t TS SDK £ TTE MNs2IH MK £ 8 5 oS BHEHL Algsfof BTt
IAM 248 2 Amazon 2|44 O|F(ARN)AE Z T R3HH AEELICH &2 CHE EE|Q} AlZ| 2|
E FSELIC HEgE AI8sts AEE = U= AEHE|= AWS MH|A, CHE AWS A, & At 5F
ZZA} £ OIDC F= SAML HC{E|01MY 4 QL

AM HES AR 3 ST B S MRIY £ o B T ATOIM £oist S ABHTS SDK
e TTE Y 4 LT 0l SHEIH O3 HHS ABSHAAIL.

Al=bahe ol ChEt xI212 of SHLiALS] K74 AWS B Ho| 9l g +ol3!

jo

credential_source - 37 AWS config I+ M™H

SDKLF =37} role_arn I2HOIEZ X|HE A 57| I8 HEtE 717 Hot oI5 g 2l
S 32 £ Q= 2xIE X|™H5t7| @8 Amazon EC2 QIAEIA EE= Amazon Elastic Container
Service Z1E{| 0| LHoll A AL EILICE.

« 74 - SDKLF =77} AWS_ACCESS_KEY_ID 2! AWS_SECRET_ACCESS_KEY &4 HL0M &

o
A HOboIE g HMSIZ & X|HE LI

« Ec2InstanceMetadata — SDK Bf= =717t EC2 QIAEA T2l lof AZE IAM Qe 2 AFR

01 AA HOH QIS E 71X EE X|& &t ct.

EcsContainer - SDK EE &= =7} Amazon ECS Z1E{|0|L{0i| @1ZE! IAM 23& EE = Amazon EKS

P

o

ZAE{|O[L40fl AZAEl IAM &S AIB 310 AA A BHE /I TS X|™HEL|CH
credential_sourcell source_profile Z5E SUSt T2 0ol X|HE = R&LICH

Hot 15 & Amazon EC20{M A 2alaof &2 LIEHHES config TR0l M&5t= of:

credential_source = Ec2InstanceMetadata
role_arn = arn:aws:iam::123456789012:role/my-role-name

duration_seconds - 3% AWS config It M7

gt MMel z|cf 7|zh(=)E RIEELICH

oY 334+ 74


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2_instance-profiles.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/instance_IAM_role.html
https://docs.aws.amazon.com/eks/latest/userguide/security-iam-service-with-iam.html
https://docs.aws.amazon.com/eks/latest/userguide/security-iam-service-with-iam.html

FEE 2k o] 2tel HRl= 900E(158)F B ollS A& ol CHet # & =IcH MM 7|2k A7 (=[CHzk
43200% EE= 12A1ZH7HR| 7HS EHLICH REAMEH LHE 2 1AM AHE DB A2 48 o] =[CH M4 7zt
M H7|8 BESAAIL.

config It oiA{ O|& MAst= of:

duration_seconds = 43200

Ol ME2 T2 MU0 M &S +USIEF X|H5tn &l cist AMZE| HAHo| M ExternalIdodl
CHEH 2t Ee |2l =2 | &t X|HE ) AssumeRole &
4o ME E|= Externalld mt2tO|E{of o= E L|C}.

12 MO AWS 2[4 A0f CHEF AAMA HEHS EFALY| R0iE [ 2| IDE ME

config It UoiA{ O|& MA5t= of:
external_id = unique_value_assigned_by_3rd_party

mfa_serial - 3% AWS config It M7

ANERI7L g =] Al AF23HOF 5t CHE QIS (MFAE X|Q| ID e U HE E X|-HEL|Ct
S 2dgtof CHer A2 Z=Hol MFA Q1B 2 ZIR 2 §lE Z7H0| Z& = He e £QUstE R ZR
sFL|CH MFAO CHEE REMIEH LI 2 AWS IAM A2 MTEA Q| IAMS| THE| THE| 2152 B X SHMIR
71822k s

S22k ol 22 StERlof ClHto|A 8 Yd S (0f: GAHT12345678)E= 7t MFA |
HFO|A& Amazon 2|44 O[F(ARN)(01: )Y = U&LICH ARNS| A2 CtF1 Z&LCt
arn:aws:iam: :account-id:mfa/mfa-device-name
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html#id_roles_use_view-role-max-session
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html#id_roles_use_view-role-max-session
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
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config I}U0|A O|E HHst= of:

Ol oMol Mz HZHol CHell l&MyMFADevice=l1 AL Atol CHslf & H&3tEl 2= 7He MFA ClHt
O|A&& 7hEgf Lt

mfa_serial = arn:aws:iam::123456789012:mfa/MyMFADevice

role_arn- 37 AWS config It A% AWS_ROLE_ARN - &3 84~ aws.roleArn - JVM A|AE
&M Java/Kotlin@+ SHZE

2
o)

Ol Z2 AU AI23510{ LHE Zrd2 £3l5t= Of| AFREH IAM @3&H9| Amazon ElAA 0|2

(ARN)2 X|ZgrLct.
718at: 8.

Sk ol #2 O30 22 A9l IAM A& 2ol ARNO|0{0F B L|CEH,
arn:aws:iam: :account-id:role/role-name

n

et Che d™ & otLHE xI'gstioF &Lch.

« source_profile — O| Z2IUOM HE S +UEY HEt0| U= 2o ES H= o AEE
CHE T2t s AlEghct

« credential_source — #HA| 83 42 AlHEE|= Hot QIF EE= Amazon EC2 QIARA I
20t &= Amazon ECS ZIH|0|L] QIAEA M| HEE 2o Q152 AMSELICH.

- web_identity_token_file — Z2HIY EE= & OfEZE (A O|MHM CIBEl ALS Ao CHEH H=2
2/ |D 32X} EE £ OpenlD Connect(OIDC)E & 0t Q15 B2 XIE AFSELICH

role_session_name - 37 AWS config I} 44%, AWS_ROLE_SESSION_NAME - &3 =
aws.roleSessionName - JVM A|AE] £ M Java/KotlinBt 1S

odgh M|Mof 4Z2E O|EE K|XEtLICt. 0] O|E2 o] MMt edZAEl &= 0] CHEF AWS CloudTrail
230 LIEtLIH, ZAE M R = JU&LICH AFAMEH LHE 2 AWS CloudTrail AHE AEHA 2|
A=
E

CloudTrail userldentity

7|2k MEHA mhetolE LI O] 2f2 MSotx| f2 B2 Z=mo| vEg S +de m Al ol
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AssumeRoleWithWebIdentity )2 & & [ RoleSessionName It2tO|E{0| M3 ELICEH
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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arn:aws:sts::123456789012:assumed-role/my-role-name/my-role_session_name.

config ItU0|AM O|E EHst= of:

role_session_name = my-role-session-name

A4 XA

source_profile - 3 AWS config It &%

ClASE=COE Z2T

HOot Q50| el T2 1m0 role_arn AMo|| X|HE A& S 5=
U X|HELICH 29 AWS config & credentials TIFUOA ZZE0O| AFEE|E WS O|5H
Sto4H™ ZEM23 ] config 2 credentials I},

TH ZE20A0|7|E ﬂznw% Xgste B2 2ot Q158 &
=AM o 2 +AFELIch SDK7H 2ok 1B 0| i Z2utelg =
Ch 48 #[QI2 AWS CLI EE= AWS API 38 MM 2|CH 1A 2 KBSt &2 =+ el&L
RLMIEH LI 2 IAM AH8 B2 28 S04 & JiHE BZFHAAIR.
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E
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}odol

RE8 24 config & credentials TtUol| Mo|El Z 21t O|F2E FHE H 249

L|C}. et s =2 0o M role_arn?| Zt T X|&dsHof gFL|Ct.

credential_sourcel} source_profile ZFE St T2 ot UoiM X|HE 4 R&LICH
T oA 0|8 M™E5HE of:

[profile A]

source_profile = B

role_arn = arn:aws:iam::123456789012:r0le/RoleA
role_session_name = ProfileARoleSession

[profile B]

credential_process = ./aws_signing_helper credential-process --certificate /

path/to/certificate --private-key /path/to/private-key --trust-anchor-

arn arn:aws:rolesanywhere:region:account:trust-anchor/TA_ID --profile-

arn arn:aws:rolesanywhere:region:account:profile/PROFILE_ID --role-arn
arn:aws:iam::account:role/ROLE_ID

Ol MM A ZE2E2 HAEIB T2 Lo XHH BHE AS2E X3[6tE5 SDK E= =70
XA LICt O] Z2 B Z2EH20M M3 3 =M 0| 72 AF235104 SDK| AWS At
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html
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ofof gfLict T2 ZolM =3 oPE D E =JA0fE CloudTrail 2204 238 M4 0|2 0| Z & EL|
Ct.

18t & Q1o| S M| o ofl A= Amazon Elastic Compute Cloud QIAEIA M| O EE|7|0]MH0| 1
T OHZZIF0|MO0| CHE W& E s USHE S Sltie G2 02 FHE AISE = /U&LCh

[profile A]

source_profile = B

role_arn = arn:aws:iam::123456789012:role/RoleA
role_session_name = ProfileARoleSession

[profile B]
credential_source=Ec2InstanceMetadata
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ZZZIAS Amazon EC2 QIAEIAO| X174 ZHE AFR5104 X|HE e g slstn At 5
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AssumeRoleWithWebIdentity X2 S &£ [ WebIdentityToken RI2M MY LICH

gt 7t ol Zt2 E= U utd o[Folo{of g LCt. mol= ID SZ A7 ME T OAuth 2.0 Al
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https://wikipedia.org/wiki/List_of_OAuth_providers
https://openid.net/developers/certified/
https://developers.google.com/identity/protocols/OAuth2
https://developers.facebook.com/docs/facebook-login/overview
https://login.amazon.com/
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SDK

AWS CLI v2

SDK for C++

SDK for Go V2 (1.x)

SDK for Go 1.x (V1)

SDK for Java 2.x

SDK for Java 1.x

SDK for JavaScript 3.x

SDK for JavaScript 2.x

SDK for Kotlin

NET 4.x& SDK

SDK for .NET 3.x

SDK for PHP 3.x

SDK for Python (Boto3)

SDK for Ruby 3.x
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
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Hot 015 ZZXH= Amazon Elastic Container Service(Amazon ECS) 2! Amazon Elastic Kubernetes
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HOotOIZE g 2 &t Al EhLch

Amazon ECSE AI835ts B EoF @ g 42| Mk Hoq 2l ZtAF 7hs A e IMEHT| QEH EY 1AM
gt Ar8ste 20| E&LICH FHE B2 Amazon ECSE SDK & =77+ 2ot @I5E U7| 21§
A& 3= AWS_CONTAINER_CREDENTIALS_RELATIVE_URI 3 #H+8 HYELICL 0| 7ISE A
&5t 5 Amazon ECSE T 4435248 Amazon Elastic Container Service 7H2 X} @FLiA S| EfA T 1AM
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https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-id-agent-setup.html
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MHEE & E57HL AWS 221 ¢ AFOIE 9| Amazon EKS Pod Identity simplifies IAM permissions for
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applications on Amazon EKS clusters& & Z3tM|2.
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export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credentials

or
export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost:8080/get-credentials
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https://docs.aws.amazon.com/eks/latest/userguide/pod-id-agent-setup.html
https://aws.amazon.com/blogs/aws/amazon-eks-pod-identity-simplifies-iam-permissions-for-applications-on-amazon-eks-clusters/
https://aws.amazon.com/blogs/aws/amazon-eks-pod-identity-simplifies-iam-permissions-for-applications-on-amazon-eks-clusters/
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export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credential
export AWS_CONTAINER_AUTHORIZATION_TOKEN=Basic abcd

AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE - 273
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HE M S 4 g A™H 9| Linux/macOS o/ A:

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credential
export AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE=/path/to/token
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
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[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access

lIi>|

0| oMol M= sso-session *“.\_:'% jo|5tn T2 Elof HIZEFS S Eo{FLICt YA O 2 SDK
7t AWS A2 SHE @& ¢ profile MMM sso_account_id & sso_role_name
A5HoF B LICH sso-session 1'*._4 LHOIM sso_start_url, & sso_regionE M3l of
sso_registration_scopes &LICH.

sso_account_id 2! sso_role_name SSO EZ F49o| RE AlL}E2|20] E£XO|X|= t&L
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[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[profile prod]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole2

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access

Oz ESS MM O|ES 7|HtO = §t= Tt O|ES AFR310{ ~/. aws/sso/cache C|EE{E| ot2H 2]
Cla3of FHAIELICEH
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* sso_start_url
* sso_region
* sso_account_id

* sso_role_name
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[profile my-sso-profile]

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_region = us-west-2

sso_account_id = 111122223333

sso_role_name = SSOReadOnlyRole

ClE& EE2 sso_start_urlo] 7|8tst o} O|EE 7I%l ~/.aws/sso/cache C|EE{Z| of2He| C|
A 30i FHAIELICE
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JVM A|AE &M ME2 AWS SDK for Java 2! AWS SDK for Kotlin 0| A+ X| I E|L|C}.
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AWS CLI v2 of|
SDK for C++ of|
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Linux EE£= macOSE A5t 142}
$ export AWS_EC2_METADATA_DISABLED=true

ocq &l M4 & AJAE] ZHA[ZF Alof = Of A
.zsh_profile, &2 .profile S2| & EE tY ool F7He = A&LICtH

Windows
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$ set AWS_EC2_METADATA_DISABLED=true
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$ setx AWS_EC2_METADATA_DISABLED=true
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SDK for PHP 3.x of

SDK for Python (Boto3) od

SDK for Ruby 3.x o

SDK for Rust o IMDSv1 EHE AIE5HX| f&LCt.

SDK for Swift of

PowerShell V52 =3 0o E Al235l0{ Z=0|A{ IMDSv1 ZHiE WA|ZoZ H|E A
3te 4= Q& LICH Amazon.Util.EC2InstanceMet
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AL ool Bt 8 & ZE o K| Ot A|2. ol & S04 $HOME SE& SUSERPROFILE%S Z&E
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CHZ ol AMl & Linux/macOS2| &7 config I+ 0 M credential_processE MHEst= WS Eoi&
L|CF.

credential_process = "/path/to/credentials.sh" parameterWithoutSpaces "parameter with
spaces”

Ct=Z ol AMl= Windows2| 37 config It0i| M credential_process& MM stE W2 Eo{ELICtH

credential_process = "C:\Path\To\credentials.cmd" parameterWithoutSpaces "parameter
with spaces"

Mg Z2E LfolM X|Ee &= AU&LICH
[profile cred_process]

credential_process = /Users/username/process.sh
region = us-east-1

SDKE ZZ2utelof XME CHZ HHS AYE C12, BT 52 ASoIM GlO/EIE Si&LIch XIFE
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{

"Version": 1,
"AccessKeyId": "an AWS access key",

"SecretAccessKey": "your AWS secret access key",
"SessionToken": "the AWS session token for temporary credentials",
"Expiration": "RFC3339 timestamp for when the credentials expire"
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/v1/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
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https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
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https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
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https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
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https://docs.aws.amazon.com/powershell/latest/userguide/
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-metadata.html
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https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
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https://aws.github.io/aws-sdk-go-v2/docs
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https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPointRequests.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/ManagingMultiRegionAccessPoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/ManagingMultiRegionAccessPoints.html
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
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https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/directory-bucket-high-performance.html#s3-express-one-zone
https://docs.aws.amazon.com/AmazonS3/latest/userguide/directory-bucket-high-performance.html#s3-express-one-zone
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https://docs.aws.amazon.com/cli/v1/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
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https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
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https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
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https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
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https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
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https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
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https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/aws-service-information.html
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https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
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GESHZL A=z olES| AF|OI} EAE L ZEE URL. URLOIE StLt o4t A2 MOHE 7}
ZHEHEEE 18 A7 MEiMoz mEE £ &L Ct

ignore_configured_endpoint_urls - 3% AWS config I}
2 M7, AWS_IGNORE_CONFIGURED_ENDPOINT_URLS - &7 g,
aws.ignoreConfiguredEndpointUrls - JVM A|AE! £4: Java/Kotlin P SHE
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export AWS_ENDPOINT_URL=http://localhost:4567

E™oj CHet S AI2AF X|H A EZQIE URL AWS MH|A 2 BIElSiE{H
AWS_ENDPOINT_URL_<SERVICE> &% 4#% A& & LICH Amazon DynamoDB 0=
servicelId@|O| J&LICIDynamoDB. O] A‘|H|ﬁ9-| a2 ‘P_*":EO“E URL &4 =
AWS_ENDPOINT_URL_DYNAMODBRILIC}. O] 9l= = O|AMH|A0l CHEH AWS_ENDPOINT_URLO|
MYE ZRYE A= ZQIELCE MELICH

export AWS_ENDPOINT_URL_DYNAMODB=http://localhost:5678

L CH2 of| 22| serviceId AWS Elastic Beanstalk 7} /& LIC}Elastic Beanstalk. AWS
MH|A AlHEXE D E Mg UEZ U3 D 2 E X2 HEXE CHRXlserviceIdstod API
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AWS SDKs % &=+ & LM

0
>

Ddlo|E y|Hto 2 ghLct. o] MH|A0]| CHSt ol = E Ol

E
AWS_ENDPOINT_URL_ELASTIC_BEANSTALKQL|C} 2
ZOIE AlERIS X 5HAAIL.

rin - mjn

XX
o

ok 2
O\I ol

export AWS_ENDPOINT_URL_ELASTIC_BEANSTALK=http://localhost:5567

35 config I U2 AIE35l0 JIEXQIEE FdgfLCt.

3% config It ME= CHEEE 7|52 2?8l 042 ?|X|0AM endpoint_urlO| AFSElLICEH
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[profile dev-s3-specific-and-global]
endpoint_url = http://localhost:1234
services = s3-specific

[services s3-specific]
s3 =
endpoint_url = https://play.min.io:9000

t 20 UZ 0] AMH|A0] CHEF AEXZQIEE A HE = U&LICH Ol MMM E SHFH =
10{| A{ Amazon S3 & AWS Elastic Beanstalk 01l Cieh MH|ARE AIEZQIE URLsE MHESH=E &Y
{ZLIC} serviceId?| AWS Elastic Beanstalk 7} €4&LICtElastic Beanstalk. AWS AH|A
AHRIE D E g UEZ HIFP D ZE EXAE AZRKE Rllservicelddto] API ZRIOIE 7|8t
O Z gtLCt et MH|A AR} 7|71 elastic_beanstalkO|(7HE|Z O AMHH|A0| CHEH HZHO|
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[services testing-s3-and-eb]
s3 =

endpoint_url = http://localhost:4567
elastic_beanstalk =
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endpoint_url = http://localhost:8000

[profile dev]
services = testing-s3-and-eb

MHIA T4 M ofpf Z2urol M A8 4 &L oflE S0 F Z2uto| S
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=
services MO|E AI2SIHM CIE T2 0t £ M2 B{Z58 £ Ql&LCt.

[services testing-s3]
s3 =
endpoint_url = https://localhost:4567

[profile testing-json]
output = json
services = testing-s3

[profile testing-text]
output = text
services = testing-s3

of8 7|8 Ot Q1B S ARG T2 US| A ZQIE 7

7P IAM 7} 248 J|501 CHEt source_profile LEIOIEIE S
lo CHEF MH|A F A0 AFSELICH 80| HZEE T2 02
7*8 35 config ItLS AFSELICEH

[profile A]
credential_source = Ec2InstanceMetadata
endpoint_url = https://profile-a-endpoint.aws/

[profile B]
source_profile = A
role_arn = arn:aws:iam::123456789012:role/roleB

services = profileB

[services profileB]
ec2 =
endpoint_url = https://profile-b-ec2-endpoint.aws

EZ20QUBE AME35tD T E0iA Amazon EC2E 2 &5te= 42 ¢

EXCQIEE https://profile-
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onfig I o| profile LHOIA ZIF X|HE endpoint_url Ao ol M3 El= 2.

C
78 d= E URL AWS AMH|A o| Olx|ete 2 AFE|L|C}.

AWS SDKs =7 K|

CIS SDKE O] FAMM MHGE 7|s L MHE K[HELICH ZE L2 ofQ7f Z|ISELICH 2E
JVM A|AE £M ME2 AWS SDK for Java 2! AWS SDK for Kotlin 0| A2+ X| & E|L|C}.

SDK X &neEsE FIHE
AWS CLI v2 o
SDK for C++ o}
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SDK for Go V2 (1.x) o]
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
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SDK for JavaScript 2.x ot
L
hod
SDK for Kotlin of
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https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
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AccessAnalyzer ac AWS_ENDPOINT_URL_ACCESSANALYZER
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Account ac AWS_ENDPOINT_URL_ACCOUNT
ACM a« AWS_ENDPOINT_URL_ACM
ACM PCA a« AWS_ENDPOINT_URL_ACM_PCA
Alexa For Business a. AWS_ENDPOINT_URL_ALEXA_FOR_BUSINESS
|
amp ar AWS_ENDPOINT_URL_AMP
Amplify ar AWS_ENDPOINT_URL_AMPLIFY
AmplifyBackend ar AWS_ENDPOINT_URL_AMPLIFYBACKEND
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AmplifyUIBuilder ar AWS_ENDPOINT_URL_AMPLIFYUIBUILDER
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API Gateway a} AWS_ENDPOINT_URL_API_GATEWAY
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AppConfig a] AWS_ENDPOINT_URL_APPCONFIG
AppConfigData a] AWS_ENDPOINT_URL_APPCONFIGDATA
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AppFabric a] AWS_ENDPOINT_URL_APPFABRIC
Appflow a} AWS_ENDPOINT_URL_APPFLOW
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AppIntegrations a} AWS_ENDPOINT_URL_APPINTEGRATIONS
ar

Application Auto a] AWS_ENDPOINT_URL_APPLICATION_AUTO_SCALING
Scaling ol
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Application Insights a] AWS_ENDPOINT_URL_APPLICATION_INSIGHTS
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ApplicationCostPro a] AWS_ENDPOINT_URL_APPLICATIONCOSTPROFILER
filer ol
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App Mesh a} AWS_ENDPOINT_URL_APP_MESH
AppRunner a} AWS_ENDPOINT_URL_APPRUNNER
AppStream a} AWS_ENDPOINT_URL_APPSTREAM
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AppSync a] AWS_ENDPOINT_URL_APPSYNC
ARC Zonal Shift a: AWS_ENDPOINT_URL_ARC_ZONAL_SHIFT
Artifact a: AWS_ENDPOINT_URL_ARTIFACT
Athena a' AWS_ENDPOINT_URL_ATHENA
AuditManager al AWS_ENDPOINT_URL_AUDITMANAGER
g¢
Auto Scaling al AWS_ENDPOINT_URL_AUTO_SCALING
il
Auto Scaling Plans al AWS_ENDPOINT_URL_AUTO_SCALING_PLANS
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b2bi b: AWS_ENDPOINT_URL_B2BI
Backup b: AWS_ENDPOINT_URL_BACKUP
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BackupStorage
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AWS_ENDPOINT_URL_<SERVICE> &3 H#H

AWS_ENDPOINT_URL_BACKUP_GATEWAY

AWS_ENDPOINT_URL_BACKUPSTORAGE

AWS_ENDPOINT_URL_BATCH

AWS_ENDPOINT_URL_BCM_DATA_EXPORTS

AWS_ENDPOINT_URL_BEDROCK

AWS_ENDPOINT_URL_BEDROCK_AGENT

AWS_ENDPOINT_URL_BEDROCK_AGENT_RUNTIME

AWS_ENDPOINT_URL_BEDROCK_RUNTIME
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Budgets

Cost Explorer

chatbot
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Chime SDK Media
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AWS_ENDPOINT_URL_<SERVICE> &3 H#H

: AWS_ENDPOINT_URL_BILLINGCONDUCTOR

- AWS_ENDPOINT_URL_BRAKET

AWS_ENDPOINT_URL_BUDGETS

AWS_ENDPOINT_URL_COST_EXPLORER

AWS_ENDPOINT_URL_CHATBOT
AWS_ENDPOINT_URL_CHIME

AWS_ENDPOINT_URL_CHIME_SDK_IDENTITY

AWS_ENDPOINT_URL_CHIME_SDK_MEDIA_PIPELINES
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Chime SDK Meetings cl AWS_ENDPOINT_URL_CHIME_SDK_MEETINGS
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Chime SDK Messaging cl AWS_ENDPOINT_URL_CHIME_SDK_MESSAGING
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Chime SDK Voice cl AWS_ENDPOINT_URL_CHIME_SDK_VOICE
_\
CleanRooms c. AWS_ENDPOINT_URL_CLEANROOMS
CleanRoomsML c. AWS_ENDPOINT_URL_CLEANROOMSML
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Cloud9 c. AWS_ENDPOINT_URL_CLOUD9
CloudControl c. AWS_ENDPOINT_URL_CLOUDCONTROL
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CloudSearch
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- AWS_ENDPOINT_URL_CLOUDDIRECTORY

- AWS_ENDPOINT_URL_CLOUDFORMATION

- AWS_ENDPOINT_URL_CLOUDFRONT

. AWS_ENDPOINT_URL_CLOUDFRONT_KEYVALUESTORE

. AWS_ENDPOINT_URL_CLOUDHSM

c. AWS_ENDPOINT_URL_CLOUDHSM_V2

cl

- AWS_ENDPOINT_URL_CLOUDSEARCH
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CloudSearch Domain c. AWS_ENDPOINT_URL_CLOUDSEARCH_DOMAIN
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CloudTrail c. AWS_ENDPOINT_URL_CLOUDTRAIL

CloudTrail Data c. AWS_ENDPOINT_URL_CLOUDTRAIL_DATA

Cloudwatch c. AWS_ENDPOINT_URL_CLOUDWATCH

codeartifact cc AWS_ENDPOINT_URL_CODEARTIFACT
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CodeBuild cc AWS_ENDPOINT_URL_CODEBUILD

CodeCatalyst cc AWS_ENDPOINT_URL_CODECATALYST
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CodeGuru Security
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AWS_ENDPOINT_URL_<SERVICE> &3 H#H

AWS_ENDPOINT_URL_CODECOMMIT

AWS_ENDPOINT_URL_CODEDEPLOY

AWS_ENDPOINT_URL_CODEGURU_REVIEWER

AWS_ENDPOINT_URL_CODEGURU_SECURITY

AWS_ENDPOINT_URL_CODEGURUPROFILER

AWS_ENDPOINT_URL_CODEPIPELINE

AWS_ENDPOINT_URL_CODESTAR

AWS_ENDPOINT_URL_CODESTAR_CONNECTIONS
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ComprehendMedical
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AWS_ENDPOINT_URL_<SERVICE> &3 H#H

AWS_ENDPOINT_URL_CODESTAR_NOTIFICATIONS

AWS_ENDPOINT_URL_COGNITO_IDENTITY

AWS_ENDPOINT_URL_COGNITO_IDENTITY_PROVIDER

AWS_ENDPOINT_URL_COGNITO_SYNC

AWS_ENDPOINT_URL_COMPREHEND

AWS_ENDPOINT_URL_COMPREHENDMEDICAL

AWS_ENDPOINT_URL_COMPUTE_OPTIMIZER
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Config Service

Connect

Connect Contact Lens

ConnectCampaigns

ConnectCases

ConnectParticipant

ControlTower
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AWS_ENDPOINT_URL_<SERVICE> &3 H#H

AWS_ENDPOINT_URL_CONFIG_SERVICE

AWS_ENDPOINT_URL_CONNECT

AWS_ENDPOINT_URL_CONNECT_CONTACT_LENS

AWS_ENDPOINT_URL_CONNECTCAMPAIGNS

AWS_ENDPOINT_URL_CONNECTCASES

AWS_ENDPOINT_URL_CONNECTPARTICIPANT

AWS_ENDPOINT_URL_CONTROLTOWER
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Cost Optimization Hub cc AWS_ENDPOINT_URL_COST_OPTIMIZATION_HUB
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Cost and Usage Report cc AWS_ENDPOINT_URL_COST_AND_USAGE_REPO

Service us RT_SERVICE
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Customer Profiles ct AWS_ENDPOINT_URL_CUSTOMER_PROFILES
p:

DataBrew di AWS_ENDPOINT_URL_DATABREW

DataExchange di AWS_ENDPOINT_URL_DATAEXCHANGE
ne

Data Pipeline di AWS_ENDPOINT_URL_DATA_PIPELINE
1:

DataSync di AWS_ENDPOINT_URL_DATASYNC

DataZone di AWS_ENDPOINT_URL_DATAZONE
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DAX di AWS_ENDPOINT_URL_DAX
Detective d¢ AWS_ENDPOINT_URL_DETECTIVE
Device Farm d¢ AWS_ENDPOINT_URL_DEVICE_FARM
Ir
DevOps Guru d¢ AWS_ENDPOINT_URL_DEVOPS_GURU
Il
Direct Connect d: AWS_ENDPOINT_URL_DIRECT_CONNECT

ni

Application Discovery a] AWS_ENDPOINT_URL_APPLICATION_DISCOVE
Service ot RY_SERVICE

C¢

DLM d: AWS_ENDPOINT_URL_DLM
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Database Migration di AWS_ENDPOINT_URL_DATABASE_MIGRATION_
Service m: SERVICE
DocDB dc AWS_ENDPOINT_URL_DOCDB
DocDB Elastic dc AWS_ENDPOINT_URL_DOCDB_ELASTIC
S1
drs d: AWS_ENDPOINT_URL_DRS
Directory Service d: AWS_ENDPOINT_URL_DIRECTORY_SERVICE
DynamoDB d» AWS_ENDPOINT_URL_DYNAMODB
DynamoDB Streams d' AWS_ENDPOINT_URL_DYNAMODB_STREAMS
S1
EBS el AWS_ENDPOINT_URL_EBS
EC2 e AWS_ENDPOINT_URL_EC2
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EC2 Instance Connect e« AWS_ENDPOINT_URL_EC2_INSTANCE_CONNECT

C1

ECR e« AWS_ENDPOINT_URL_ECR
ECR PUBLIC e« AWS_ENDPOINT_URL_ECR_PUBLIC
C
ECS e« AWS_ENDPOINT_URL_ECS
EFS e AWS_ENDPOINT_URL_EFS
EKS el AWS_ENDPOINT_URL_EKS
EKS Auth el AWS_ENDPOINT_URL_EKS_AUTH
Elastic Inference e. AWS_ENDPOINT_URL_ELASTIC_INFERENCE
ElastiCache e. AWS_ENDPOINT_URL_ELASTICACHE
he
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Elastic Beanstalk e. AWS_ENDPOINT_URL_ELASTIC_BEANSTALK
SH

Elastic Transcoder e. AWS_ENDPOINT_URL_ELASTIC_TRANSCODER
I«

Elastic Load Balancing e. AWS_ENDPOINT_URL_ELASTIC_LOAD_BALANCING
(o}
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https://github.com/awslabs/aws-c-auth
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https://github.com/awslabs/aws-c-common
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https://github.com/awslabs/aws-c-event-stream
https://github.com/awslabs/aws-c-http
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https://github.com/aws/aws-cli
https://github.com/aws/aws-cli/tree/v2
https://github.com/aws/aws-sdk-cpp
https://github.com/aws/aws-sdk-go-v2
https://github.com/aws/aws-sdk-go
https://github.com/aws/aws-sdk-java
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