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1 Introduction

This document specifies the procedures involved in validating implementations of the
Advanced Encryption Standard (AES) agorithm in FIPS 197 : Advanced Encryption
Standard [1]. The AESAVSis designed to perform automated testing on
Implementations Under Test (IUTs). This publication provides the basic design and
configuration of the AESAVS. It includes the specifications for the three categories of
tests that make up the AESAVS, i.e., the Known Answer Test (KAT), the Multi-block
Message Test (MMT), and the Monte Carlo Test (MCT). The requirements and
administrative procedures specific to those seeking formal validation of an
implementation of the Advanced Encryption Standard algorithm are presented. The
requirements described include the specific protocols for communication between the
IUT and the AESAV S, the types of tests that the IUT must pass for formal validation, and
general instructions for accessing and interfacing with the AESAVS. Several appendices
with tables of KAT values are also provided.

2 Scope

This document specifies the tests required to validate IUTs for conformance to the AES
algorithm as specified in FIPS 197: Advanced Encryption Sandard. When applied to
IUTs that implement the AES algorithm, the AESAV S provides testing to determine the
correctness of the algorithm implementation. In addition to determining conformance,
the AESAVS s structured to detect implementation flaws including pointer problems,
insufficient allocation of space, improper error handling, and incorrect behavior of the
AES agorithm implementation.

3 Conformance

The successful completion of the tests contained within the AESAVS isrequired to claim
conformance to the Advanced Encryption Standard as specified in FIPS 197: Advanced
Encryption Sandard. Testing for the cryptographic module in which AES is
implemented is defined in FIPS 140-2: Security Requirements for Cryptographic
Modules[2].

4 Organization

Section 5 outlines the design of the AESAVS. Section 6 provides an overview of the
tests that make up the AESAVS. Appendices A through E provide tables of sample
values for the three types of tests that comprise the AESAVS.



5 Design Philosophy Of The AESAVS

The AESAV S is designed to test conformance to FIPS197, Advanced Encryption
Sandard, rather than provide a measure of a product’s security. The validation tests are
designed to assist in the detection of accidental implementation errors, and are not
designed to detect intentional attempts to misrepresent conformance. Thus, validation
should not be interpreted as an evaluation or endorsement of overall product security.
The AESAV S has the following design philosophy:

1. The AESAVSisdesigned to alow the testing of an IUT at |ocations remote to the
AESAVS. The AESAVS and the IUT communicate data via REQUEST and
RESPONSE files.

2. Thetesting performed within the AESAV S utilizes statistical sampling (i.e., only
asmall number of the possible cases are tested); hence, the successful validation
of a device does not imply 100% conformance with the standard.

6 The AESAVSTestsDescription

The AESVSis designed to test the following Modes of Operation:

ECB

CBC

OFB

CFB1 (CFB where the length of the data segment is 1 bit, s=1)

CFB8 (CFB where the length of the data segment is 8 bits, s=8)
CFB128 (CFB where the length of the data segment is 128 bits, s=128)
Counter (Counter mode is tested by selecting the ECB mode)

O O0OO0OO0O0OO0Oo

For each mode implemented, selections are available for the key sizes (i.e., 128-bit, 192-
bit, and 256-bit) supported as well as the ciphering direction (i.e., encryption and
decryption). It is not necessary for every mode implemented to support the same key
sizes and ciphering directions. For example, an implementation may support all three
key sizesfor CBC for both encryption and decryption, but only the 128-bit key size for
CFB1 for decryption only.

Once configuration information has been provided, appropriate REQUEST files will be
generated. REQUEST files are the means by which test data is communicated to the
Implementation Under Test (IUT). The IUT is used to process the data in the REQUEST
file, and the resulting data is placed in a RESPONSE file. The datain the RESPONSE file
is then verified.

6.1 Configuration Information

To initiate the validation process of the AESAV'S, avendor submits an application to an
accredited laboratory requesting the validation of their implementation of the algorithm



specified in FIPS 197, Advanced Encryption Sandard. The vendor’s implementation is
referred to as the Implementation Under Test (IUT). The request for validation includes
background information describing the IUT along with information needed by the
AESAV S to perform the specific tests. More specificaly, the request for validation
should include:

1. Vendor Name;

Product Name;
Product Version;
Implementation in software, firmware, or hardware;

Processor and Operating System with which the IUT was tested if the IUT is
implemented in software or firmware;

6. Brief description of the IUT or the product/product family in which the IUT is
implemented by the vendor (2-3 sentences); and

7. Specific information about the IUT necessary to configure the tests:

% a The modes supported: ECB, CBC, CFB (1-bit, 8-bit, and/or 128-bit),
OFB, and/or Counter;

¥ b. The states supported: Encryption and/or Decryption; and
% C. Thekey sizes supported: 128-bit, 192-bit, and/or 256-bit.

a s~ WD

6.2 TheKnown Answer Tests

There are four types of Known Answer Test:
o GFSbox
o KeyShox
0 Variable Key
0 Vaiable Text

The REQUEST file for each of these KAT tests contains a series of data sets consisting of
akey, aninitialization vector (1V) (for all modes except ECB), and a plaintext for
encryption (or a ciphertext for decryption). The following is a sample data set:

KEY = 00000000000000000000000000000000
IV = 00000000000000000000000000000000
PLAI NTEXT = 6a84867cd77el2ad07ealbe895c53f a3

The RESPONSE file for the KAT tests contains the same data as the REQUEST file with
the addition of the ciphertext for encryption (or plaintext for decryption). The following
is a sample data set:

KEY = 00000000000000000000000000000000

| V = 00000000000000000000000000000000

PLAI NTEXT = 6a84867cd77el2ad07ealbe895c53f a3
Cl PHERTEXT = 732281c0Oalaab8f 7a54a0c67a0c45ecf



Appendices B through E contain the values for each of the four types of Known Answer
Test.

6.3 TheMulti-block M essage Test

The Multi-block Message Test (MMT) is designed to test the ability of the
implementation to process multi-block messages, which may require chaining of
information from one block to the next. The test supplies the IUT with messages that are
integral numbers of blocks in length. For ECB, CBC, OFB, and CFB128 the block
length is 128 bits, for CFB1 the block Iength is 1 bit, and for CFB8 the block length is 8
bits. For each supported mode 10 messages are supplied with lengths of i * blocklength,
where 1£ i £ 10.

The REQUEST file for the MMT test contains a series of data sets consisting of akey, an
initialization vector (IV) (for al modes except ECB), and a plaintext for encryption (or a
ciphertext for decryption). The following is a sample data set:

KEY = 4278b840f b44aaa757c1bf 0O4acbela3e

|V = 57f 02a5¢c5339daeb0a2908a06ac6393f

PLAI NTEXT = 3c888bbbbla8eb9f 3e9b87acaad986¢c4
66e2f 7071c83083b8a557971918850e5

The RESPONSE file for the MMT test contains the same data as the REQUEST file with
the addition of the ciphertext for encryption (or plaintext for decryption). The following
isasample data set:

KEY = 4278b840f b44aaa757c1bf 0O4acbela3e

|V = 57f 02a5¢5339daeb0a2908a06ac6393f

PLAI NTEXT = 3c888bbbbla8eb9f 3e9b87acaad986¢c4
66e2f 7071c83083b8a557971918850e5

Cl PHERTEXT = 479c¢89ec14bc98994e62b2c705b5014e
175bd7832e7e60ale92aac568a861leb7

6.4 TheMonteCarlo Test

Each Monte Carlo Test ciphers 100 pseudorandom texts. These texts are generated using
the algorithm specified in the section below pertaining to the mode of operation being
tested. For modes that use an IV, the 1V isused at the beginning of each pseudorandom
text. Within each text, values are chained as specified in the description of the modes of
operation found in SP 800-38A, Recommendation for Block Cipher Modes of Operation:
Methods and Techniques.



The REQUEST file for the MCT test contains a set of pseudorandomly generated initial
values for the Monte Carlo function described below. The initial values consist of a key,
an 1V (for all modes except ECB), and a plaintext for encryption (or a ciphertext for
decryption). The following is a sample data set:

KEY = 9dc2c84a37850c11699818605f 47958c¢c
IV = 256953b2f eab2a04ae0180d8335bbed6
PLAI NTEXT = 2e586692e647f 5028ec6f a47a55a2aab

The RESPONSE file for the MCT test contains a series of data sets consisting of akey, an
IV (for all modes except ECB), a plaintext for encryption (or ciphertext for decryption),
and a ciphertext for encryption (or a plaintext for decryption). The following is a sanmple
data set:

KEY = 9dc2c84a37850c11699818605f 47958¢

|V = 256953b2f eab2a04ae0180d8335bbed6

PLAI NTEXT = 2e586692e647f 5028ec6f a47a55a2aab
Cl PHERTEXT = 1blebd1fc45ec43037f d4844241a437f

The following subsections contain pseudocode for encryption. The pseudocode for
decryption can be obtained by replacing all PT’swith CT’sand all CT' swith PT’s.

6.4.1 MonteCarloTest - ECB
REQUEST file:

KEY = 8d2e60365f 17c7df 1040d7501b4a7b5a
PLAI NTEXT = 59b5088e6dadc3ad5f 27a460872d5929

Monte Carlo Algorithm:

Key[ 0] = Key
PT[O] = PT
For i =0 to 99

Qut put Keyl[i]
Qut put PT[ 0]
For j = 0 to 999
CT[j] = AES(Key[i], PT[j])
PT[j+1] = CT[]]
Qut put CIT[j]
If ( keylen = 128 )
Key[i+1] = Key[i] xor CI[j]
If ( keylen = 192 )
Key[i +1] = Key[i] xor (last 64-bits of
CT(j-11 || CT[i])
If ( keylen = 256 )
Key[i+1] = Key[i] xor (CT[j-1] || CT[j])



PT[ 0] = CT[]j]
Thefirst three entries of the RESPONSE file are;
KEY = 8d2e60365f 17c7df 1040d7501b4a7b5a
PLAI NTEXT = 59b5088e6dadc3ad5f 27a460872d5929
Cl PHERTEXT = a02600ech8ea77625bba6641ed5f 5920
KEY = 2d0860dae7f dbObd4bf ab111f 615227a
PLAI NTEXT = a02600ecb8ea77625bba6641ed5f 5920
Cl PHERTEXT = 5241ead9a89ca31a7147f 53a5bf 6d96a
KEY = 7f498a034f 6113a73abd442bade3f b10

PLAI NTEXT = 5241ead9a89ca3l1la7147f 53a5bf 6d96a
Cl PHERTEXT = 22f09171bc67d0661d1c25f 181a69f 33

6.4.2 MonteCarloTest - CBC

REQUEST file:
KEY = 9dc2c84a37850c11699818605f 47958c¢c
IV = 256953b2f eab2a04ae0180d8335bbed6
PLAI NTEXT = 2e586692e647f 5028ec6f ad7a55a2aab

Monte Carlo Algorithm:

Key[ 0] = Key
IV[O] =1V
PT[0] = PT
For i =0 to 99
Qut put KeyJ[i]
Qutput 1V[i]
Qut put PT[ 0]
For j = 0 to 999

If (j=0)

CT[j] = AES(Key[i], I'V[i], PT[j])

PT[j+1] = 1V[i]
El se
CT[j] = AES(Key[i], PT[j])
PT[j +1] = CT[j -1]
Qut put CIT[j ]
If ( keylen = 128 )
Key[i+1] = Key[i] xor CI[j]
If ( keylen = 192 )

Key[i+1] = Key[i] xor (last 64-bits of

CTlj-11 |l C1jl)



If ( keylen = 256 )
Key[i+1] = Key[i] xor (CT[j-1] || CT[j])
IV[i+1] = CT[j]
PT[O] = CT[j -1]
Note: The IV vaue is only used on the first cipher function per text string.

Thefirst three entries of the RESPONSE file are;

KEY = 9dc2c84a37850c11699818605f 47958¢c
IV = 256953b2f eab2a04ae0180d8335bbed6
PLAI NTEXT = 2e586692e647f 5028ec6f a47a55a2aab
Cl PHERTEXT = 1blebdilf c45ec43037f d4844241a437f

KEY = 86dc7555f 3dbc8215e6550247b5dd6f 3

|V = 1blebdlf c45ec43037f d4844241a437f

PLAI NTEXT = c1b77ed52521525f 0Oa4ba341bdaf 51d9
Cl PHERTEXT = bf 43583a665f a45f dee831243al6ea8f

KEY = 399f 2d6f 95846c7e808d6100414b3c7c
| V= bf 43583a665f a45f dee831243al6ea8f

PLAI NTEXT = 7cbheeal9157ec7bbf 6289e2df f 5e8ee4d
Cl PHERTEXT = 5464e1900f 81e06f 67139456da25f c09

6.4.3 MonteCarlo Test — OFB

REQUEST file:
KEY = blledecae2e71e14145dd7db2635652f
IV = add32bf 8204c33339c54cd5858ee0d13
PLAI NTEXT = 732049e89d74f ce7c5a4966404868f ab

Monte Carlo Algorithm:

Key[ 0] = Key
IV[O] =1V
PT[O] = PT
For i =0 to 99
Qut put KeyJi]
Qutput 1V[i]
CQut put PT[ 0]
For j = 0 to 999
If (j=0)
CT[j] = AES(Key[i], IV[i], PT[j])
PT[j+1] = IV][i]
El se

CT[j] = AES(Key[i], PT[j])



PT[j +1] = CT[j -1]
Qut put CT[j]
If ( keylen = 128 )
Key[i+1] = Key[i] xor CIT[j]
If ( keylen = 192 )
Key[i+1] = Key[i] xor (last 64-bits of
CT(j-11 || CT[j])
If ( keylen = 256 )
Key[i+1] = Key[i] xor (CT[j-1] || CT[j])
| V[i+1] = CT[j]
PT[ 0] = CT[j -1]
Note: The IV valueis only used on the first cipher function per text string.

Thefirst three entries of the RESPONSE file are;

KEY = blledecae2e71e14145dd7db2635652f
|V = add32bf 8204¢33339¢c54cd5858ee0d13
PLAI NTEXT = 732049e89d74f ce7¢c5a4966404868f a6
Cl PHERTEXT = 12bacd0509a0eb7e961944c77e64a0ab

KEY = a3a483cfeb47f56a8244931¢c5851¢c589

IV = 12bacd0509a0eb7e961944c77e64a0ab

PLAI NTEXT = 31c58d58a2d1391a1943ce0406da85bd
Cl PHERTEXT = d633e4f 2baaf ee8ceeel5778a8578dc0

KEY = 7597673d51e81be66ca5c464f 0064849

|V = d633e4f 2baaf ee8ceeel5778a8578dc0O

PLAI NTEXT = 46d65190e96e2b300f 47af e6e73502f b
Cl PHERTEXT = ec66bf 35224887db0f a947caf 7d0a795

6.44 MonteCarloTest —CFB1

REQUEST file:

KEY = 17de6f 7dc48e81237e940edf 5df ef cd4
|V = a4360b5489d5aa41d3c4252f a4409923
PLAI NTEXT = 1

Monte Carlo Algorithm:

Key[ 0] = Key

IV[0] = IV

PT[ 0] PT

For i 0 to 99
Qut put KeyJ[i]
Qut put 1V[i]
Qut put PT[ 0]



For j = 0 to 999
£ (j=0)
CT[j] =AES_(Key[i]Z IV[i], PT[j])
PT[j+1] = BitJ(IV[i])

El se
CT[j] = AES(Key[i], PT[j])
If ( j<128)
PT[j+1] = BitJ(IV[i])
El se
PT[j +1] = CIT[j - 128]
Qut put CIT[j ]
If ( keylen = 128 )
Key[i+1] = Key[i] xor (CT[]j-127] || CIT[j-126]
|l 11 CTj])
If ( keylen = 192 )
Key[i+1] = Key[i] xor (CT[]j-191] || CT[]j-190]
Il 11 CT[il)
If ( keylen = 256 )
Key[i+1] = Key[i] xor (CT[]-255] || CT[]-254]
| ST T |
| V[i +1] = (CT[j-127] || CT[j-126] || .|| CT[j])

PT[0] = CT[j -128]
Notel: The IV vaue is only used on the first cipher function per text string.
Note2: Bi t J(1 V[i]) meansthej" bitof I V[ i ], labeled left to right starting at O.

The first three entries of the RESPONSE file are:

KEY = 17de6f 7dc48e81237e940edf 5df ef cd4
|V = a4360b5489d5aa41d3c4252f a4409923
PLAI NTEXT = 1

Cl PHERTEXT = 1

KEY = 698f 194c33e5c94d4f 7df a7d3d50c3b9
IV = 7e517631f 76b486e31e9f 4a260ae3f 6d
PLAI NTEXT = 1

Cl PHERTEXT = 0

KEY = 8deacdb5d4aedclf 80b1663e7c29f 803b
IV = e465d411790108b5446b999af f cf 4382

PLAI NTEXT = 1
Cl PHERTEXT = 0

6.45 MonteCarlo Test — CFBS8

REQUEST file:

Key = b616bd26c39592ef ca8f aeb953856025

11



|V = 47a70a39ba519210e9bc4f 70d812b886
PLAI NTEXT = c6

Monte Carlo Algorithm:

Key[ 0] = Key
IV[O] =1V
PT[O0] = PT
For i = 0 to 99
OJtput Key[i]
Qutput 1V[i]
Qut put PT[ 0]
For j = 0 to 999
If ( j=0)
CT[j] = AES(Key[i], I'V[i], PT[j])
PT[]+1] = ByteJ(IV[i])
El se
CT[j] = AES(Key[i], PT[j])
If ( j<16 )
PT[j +1] = Byted(IV[i])
El se
PT[j+1] = CT[j - 16]
Qut put CIT[j]
If ( keylen = 128 )
Key[i+1] = Key[i] xor (CT[]j-15] || CI[j -14]
II -1 CTi])
If ( keylen = 192 )
Key[i +1] = Key[l] xor (CT[j-23] || CI[j-22]
[ .11 CTi])

If ( keylen = 256 )
Key[i+1] = Key[i] xor (CT[]j-31] || CI[j-30]
| L) CTL |
I V[i +1] = (CT[j-15] [| CT[j-14] [| ...[] CT[j])
PT[0] = CT[j -16]
Notel: The IV valueis only used on the first cipher function per text string.

Note2: Byt eJ(| V[ i]) meansthe" byteof | V[ i ], labeled left to right starting at O.

The first three entries of the RESPONSE file are;

KEY = b616bd26c39592ef ca8f aeb953856025
IV = 47a70a39ba519210e9bc4f 70d812b886
PLAI NTEXT = c6

Cl PHERTEXT = 76

KEY = 41ba244b9eb55e5e47f 8c8795e4d0b53
IV = f 7ac996d5d20ccb18d7766c00dc86b76
PLAI NTEXT = 15

12



Cl PHERTEXT = dd

KEY = 2e42e126683e89c91f 63260dce91b48e
'V = 6ff8c56df 68bd797589bee7490dchbf dd
PLAI NTEXT = 97

Cl PHERTEXT = d1

6.46 MonteCarloTest —CFB128
REQUEST file:
KEY = 711511931al1562ea73290a8b0a37a3b4

|V = 9dce23f d2df 5360f 799cf 17984e47c8d
PLAI NTEXT = f066be4bd671ebclc4cf 3c008ef 2cf 18

Monte Carlo Algorithm:

Key[ 0] = Key
IV[0] = IV
PT[O] = PT
For i = 0 to 99
Qut put KeyJ[i]
Qut put 1V[i]
Qut put PT[ 0]
For j = 0 to 999
It (j=0)
CT[j] = AES(Key[i], IV[i], PT[j])
PT[j+1] =1V[i]
El se

CTlj] = AES(Key[i], PT[j])
PT[j +1] = CT[j -1]
Qut put CIT[j]
If ( keylen = 128 )
Key[i +1] = Key[i] xor CIT[j]
If ( keylen = 192 )
Key[i+1] = Key[i] xor (last 64-bits of
CT[j-1] |l CT[j])
If ( keylen = 256 )
Key[i+1] = Key[i] xor (CT[j-1] [| CT[j])
IV[i+1] = CT[j]
PT[O] = CT[j -1]
Note: The IV valueisonly used on the first cipher function per text string.

The first three entries of the RESPONSE file are:

KEY = 711511931a1562ea73290a8b0a37a3b4
| V = 9dce23f d2df 5360f 799cf 17984e47c8d



PLAI NTEXT = f066be4bd671ebclc4cf3c008ef 2cf 18
Cl PHERTEXT = 4a51a519c76d2f Sbebf 2413cec54d007

KEY = 3b44b48add784db198db4bb7e66373b3

'V = 4a51a519c76d2f 5bebf 2413cec54d007

PLAI NTEXT = 5e24a81f d125bd1974ea5f 2b70b90f 1f
Cl PHERTEXT = 3f a5d0d921f 53060568b43184d8a259d

KEY = 04e16453f c8d7ddlce5008af abe9562e

|V = 3fa5d0d921f 53060568b43184d8a259d

PLAI NTEXT = 7f91f 72b353e834f ee55a34b8363f e6f
Cl PHERTEXT = 0c6ef 16c0f d28584e9eee565c299059b

14



Appendix A. Counter M ode Requirements

It is a requirement of the Counter Mode that a unique counter block be used for each
plaintext block that is ever encrypted with a given key, across all messages. Due to the
fact that Counter Mode does not specify the counter that is used, it is not possible to
implement an automated test for this mode. Also, since the tests in this document are
only a statistical sampling, additional assurances are needed that the counter blocks used
arein fact unique. Therefore, if the module being tested derives counter values
internally, the testing lab shall conduct a design review of the internal counter mechanism
used to ensure that it provides unique counter block values as well as a code review of the
implementation of the counter mechanism to ensure that it properly implements the
design. In addition, the tests for ECB Mode shall be performed on the encryption engine
used for the counter mode.

15



Appendix B. GFSbhox Know Answer Test Values

B.1. Keysize=128

KEY = 00000000000000000000000000000000

|V or

PLAI NTEXT = 00000000000000000000000000000000

PLAINTEXT or IV

CIPHERTEXT

f 34481lec3cc627bacd5dc3f b08f 273e6

0336763e966d92595a567cc9ce537f 5e

9798c4640bad75¢c7¢c3227db910174e72

a9a1631bf 4996954ebc093957b234589

96ab5c2f f 612d9df aae8c31f 30c42168

ff 4f 8391a6a40ca5b25d23bedd44a597

6a118a874519e64e€9963798a503f 1d35

dc43be40be0e53712f 7e2bf 5ca707209

cb9f ceec81286ca3e989bd979b0ch284

92beedabl1895a94f aa69b632e5cc47ce

b26aeb1874e47ca8358f f 22378f 09144

459264f 4798f 6a78bach89c15ed3d601

58c8e00b2631686d54eab84hb91f Oacal

08ade2ef ec8a8e3312ca7460b9040bbf

B.2. Keysize=192

KEY = 000000000000000000000000000000000000000000000000

'V or

PLAI NTEXT = 00000000000000000000000000000000

PLAINTEXT or IV

CIPHERTEXT

1b077a6af 4b7f 98229de786d7516b639

275¢cf c0413d8cch70513¢c3859b1d0Of 72

9c2d8842e5f 48f 57648205d39a239af 1

c9b8135f f 1b5adc413df d053b21bd96d

bf f 52510095f 518eccab60af 4205444bb

4a3650c3371ce2eb35e389a171427440

51719783d3185a535bd75adc65071cel

4f 354592f f 7¢8847d2d0870ca9481b7c

26aa49dcf e7629a8901a69a9914e6df d

d5e08bf 9a182e857cf 40b3a36ee248cc

941a4773058224elef 66d10e0abee782

067cd9d3749207791841562507f a9626

B.3. Keysize=256

KEY = 00000000000000000000000000000000
00000000000000000000000000000000

|V or

PLAI NTEXT = 00000000000000000000000000000000

PLAINTEXT or IV

CIPHERTEXT

014730f 80ac625f e84f 026¢c60bf d547d

5¢c9d844ed46f 9885085e5d6a4f 94c7d7

Ob24af 36193ce4665f 2825d7b4749¢c98

a9f f 75bd7cf 6613d3731c77c3b6d0c04

761clf e4lal8acf 20d241650611d90f 1

623a52f cea5d443e48d9181ab32c7421

8a560769d605868ad80d819bdba03771

38f 2¢c7ae10612415d27cal90d27da8h4

91f bef 2d15a97816060beelf eaad9af e

1bc704f 1bcel35ceb810341b216d7abe
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Appendix C. KeySbhox Know Answer Test Values

C.l. Keysize=128
PLAI NTEXT and/ or

IV = 00000000000000000000000000000000

KEY

CIPHERTEXT

10a58869d74be5a374cf 867cf b473859

6d251e6944b051e04eaabf b4dbf 78465

caeabbcdbb75e9169ecd22ebe6e54675

6€29201190152df 4ee058139def 610bb

a2e2f a9baf 7d20822ca9f 0542f 764a41

c3b44b95d9d2f 25670eee9a0de099f a3

b6364acd4eldele285eaf 144a2415f 7a0

5d9b05578f c944b3cf 1ccf 0e746cd581

64cf 9c7abc50b888af 65f 49d521944b2

f 7ef c89d5dba578104016ce5ad659¢c05

47d6742eef cc0465dc96355e851bh64d9

0306194f 666d183624aa230a8b264ae7

3eb39790678c56bee34bbcdeccf 6cdb5

858075d536d79ccee571f 7d7204b1f 67

64110a924f 0743d500ccadae72¢c13427

35870c6a57e9e92314bch8087cde72ce

18d8126516f 8al2ab1a36d9f 04d68e51

6c68e9bebec41e22c825b7c7af f b4363

f 530357968578480b398a3c251cd1093

f 5df 39990f c688f 1b07224cc03e86¢cea

da84367f 325d42d601b4326964802e8e

bba071bcb470f 8f 6586e5d3add18bc66

e37blc6aa2846f 6f db413f 238b089f 23

43c9f 7e62f 5d288bb27aa40ef 8f elea8

6c002b682483e0cabcc731c253be5674

3580d19cf f 44f 1014a7c966a69059de5

143ae8ed6555aba96110abh58893a8ael

806da864dd29d48deaf be764f 8202aef

b69418a85332240dc82492353956ae0c

a303d940ded8f Obaf f 6f 75414cac5243

71b5c08a1993e1362e4d0ce9b22b78d5

c2dabd117f 8a3ecabf bb11d12194d9d0

e234cdca2606b81f 29408d5f 6da21206

fff60a4740086b3b9c56195b98d91a7b

13237¢c49074a3da078dc1d828bb78c6f

8146a08e2357f Ocaa30ca8c94dl1a0544

3071a2a48f e6cbd04f 1a129098e308f 8

4b98e06d356deb07ebb824e5713f 7be3

90f 42ec0f 68385f 2f f c5df c03a654dce

7a20a53d460f c9ce0423a7a0764c6ef 2

f ebd9a24d8b65c1c787d50a4ed3619a9

f 4a70d8af 877f 9b02b4c40df 57d45b17

C.2. Keysize=192
PLAI NTEXT and/ or

IV = 00000000000000000000000000000000

KEY

CIPHERTEXT

e9f 065d7¢c13573587f 7875357df bb16¢c
53489f 6a4bd0Of 7cd

0956259c9cd5cf d0181ccab3380cde06

15d20f 6ebc7e649f d95b76b107e6daba
967c8a9484797f 29

8e4e18424e591a3d5b6f 0876f 16f 8594

a8a282ee31c03f ae4f 8e9b8930d547 3¢
2ed695a347e88b7c

93f 3270cf c877ef 17e106ce938979ch0

cd62376d5ebb414917f 0c78f 05266433
dc9192a1ec943300

7f 6c25f f 41858561bb62f 36492€93¢c29

502a6ab36984af 268bf 423¢c7f 5092052
07f c1552af 4a91e5

8e06556dcbb00b809a025047cf f 2a940

25a39dbf d8034f 71a81f 9ceb55026e40
37f 8f 6aa30ab44ce

3608c344868e94555d23a120f 8a5502d
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e08c15411774ec4a908b64eadcbac419
9c¢7cd453f 3aaef 53

77da2021935b840b7f 5dcc39132da9e5

3b375alff 7e8d44409696e6326ec9dec
86138e2ae010b980

3b7c24f 825e3bf 9873c9f 14d39a0e6f 4

950bb9f 22cc35bebf e79f 52c320af 93d
ec5bc9c0c2f 9cd53

64ebf 95686b353508c90ecd8b6134316

7001c487cc3e572cf c92f 4d0e697d982
e8856f dcc957da40

ff558c5d27210b7929b73f c708eb4cf 1

f 029ce61d4e5a405b41ead0a883ccba7
37da2cf 50a6c¢c92ae

a2c3b2a818075490a7b4c14380f 02702

61257134a518a0d57d9d244d45f 6498c¢c
bc32f 2baf ¢522d79

cf e4d74002696¢ccf 7d87bl1l4a2f 9caf ¢c9

bOabOa6a818baef 2d11f a33eac947284
f b7d748cf b75e570

d2eaf d86f 63b109b91f 5dbb3a3f b7el13

ee053aa011c8b428cdcc3636313c54d6
a03cac01c71579d6

9b9f dd1c5975655f 539998b306a324af

d2926527e0aa9f 37b45e2ec2ade5853e
f 807576104c7ace3

dd619elcf 204446112e0af 2b9af a8f 8c

982215f 4e173df aOf cf f e5d3dad41c481
2c7bcc8ed3540f 93

d4f 0aael3c8f e9339f bf 9e69ed0ad74d

98c6b8e01e379f bd14eb61af 6af 891596
583565f 2a27d59e9

19c80ec4ab6deb7e5ed1033dda933498f

b3ad5cealdddc214ca969ac35f 37dael
a9a9d1528f 89bb35

3cf 5el1d21a17956d1df f ad6a7c41c659

45899367c3132849763073c435a9288a
766c8b9ec2308516

69f d12e8505f 8ded2f dcbh197a121b362

ec250e04c3903f 602647b85a401alae?
ca2f 02f 67f a4253e

8aab84e2cc4dl17417a97ch9a28ba29c8

d077a03bd8a38973928ccaf e4a9d2f 45
5130bdOaf 5ae46a9

abc786f b1edb504580c4d882ef 29a0c7

d184c36¢f 0dddf ec39e6541950060222
37871a47c33d3198

2e19f b60a3elde0166f 483¢c97824a978

4c6994f f a9dcdc805b60c2c0095334c4
2d95a8f cO0cabb080

7656709538dd5f ec41e0ce6a0f 8e207d

c88f 5b00adef 9a6840e2acaf 33f 00a3b
dc4e25895303f a72

a67cf 333b314d411d3c0aebelcf cd8f 5

C.3. Keysize=256
PLAI NTEXT and/ or

'V = 00000000000000000000000000000000

KEY

CIPHERTEXT

c47b0294dbbbeeOf ec4757f 22f f eee35
87ca4730c3d33b691df 38bab076bc558

46f 2f b342d6f 0ab477476f c501242c5f

28d46¢f fal58533194214a91e712f c2b
45b518076675af f d910edecab5f 41ac64

4bf 3b0a69aeb6657794f 2901b1440ad4
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c1cc358b449909a19436¢f bb3f 852ef 8
bcb5ed12ac7058325f 56e6099aablalc

352065272169abf 9856843927d0674f d

984ca75f 4ee8d706f 46c2d98cObf 4a45
f 5b00d791c2df eb191b5ed8e420f d627

4307456a9e67813b452e15f a8f f f €398

b43d08a447ac8609baadae4df f 12918b9
f 68f c1653f 1269222f 123981ded7a92f

4663446607354989477a5c6f Of 007ef 4

1d85a181b54cde51f 0e098095b2962f d
c93b51f e9b88602b3f 54130bf 76a5bd9

531¢c2c38344578b84d50b3c917bbb6el

dcOebalf 2232a7879ded34ed8428eeb8
769b056bbaf 8ad77cb65¢c3541430b4cf

f c6aec906323480005c58e7elab004ad

f 8be9babl5c5a952cabbca24f 68f 8593
039624d524c816acda2¢c9183bd917cb9

a3944b95calb52043584ef 02151926a8

797f 8b3d176dac5b7e34a2d539c4ef 36
7a16f 8635f 6264737591c5c07bf 57a3e

a74289f e73a4c123cal89ealelb49ad5

6838d40caf 927749c13f 0329d331f 448
e202c73ef 52c¢5f 73a37ca635d4c47707

b91d4ead488644b56¢cf 0812f a7f cf 5fc

ccdlbc3c659cd3c59bc437484e3c5c72
4441da8d6e90ceb56¢cd57d0752663bbc

304f 81ab61a80c2e743b94d5002a126b

13428b5e4c005e0636dd338405d173ab
135dec2a25c22c5df 0722d69dcc43887

649a71545378c783e368c9ade7114f 6¢

07eb03a08d291d1b07408bf 3512ab40c
91097ac77461aad4bb859647f 74f O0ee

47cb030da2ab051df c6c4bf 6910d12bb

90143ae20cd78c5d8ebdd6ch9dc17624
27a96¢c78c639bcccd4labl424564eaf el

798c7¢c005deed32b2c8eabdf a38lecc3

b7a5794d52737475d53d5a377200849b
e0260a67a2b22ced8bbef 12882270d07

637¢c31dc2591a07636f 646b72daabbe?

f ca02f 3d5011cf c5¢c1e23165d413a049
d4526a991827424d896f e3435e0bf 68e

179a49c712154bbf f be6e7a84a18e220
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Appendix D. VarTxt Known Answer Test Values

D.1. Keysize=128

KEY = 00000000000000000000000000000000

PLAINTEXT or IV

CIPHERTEXT

80000000000000000000000000000000

3ad78e726clec02b7ebf e92b23d9%9ec34

c0000000000000000000000000000000

aaeb939c8ef df 2f 04e60b9f e7117b2c2

€0000000000000000000000000000000

f 031d4d74f 5dcbf 39daaf 8ca3af 6e527

f 0000000000000000000000000000000

96d9f d5cc4f 07441727df Of 33e401a36

f 8000000000000000000000000000000

30ccdb044646d7elf 3ccea3dca08b8cO

f c000000000000000000000000000000

16aed4ceb5042a67ee8el77b7c587ecc82

f e000000000000000000000000000000

b6daObb11a23855d9c5cb1b4c6412e0a

f £ 000000000000000000000000000000

db4f 1aa530967d6732ce4715eb0ee24b

f £ 800000000000000000000000000000

a81738252621dd180a34f 3455b4baa2f

f f c00000000000000000000000000000

77e2b508db7f d89234caf 7939ee5621a

f f e€00000000000000000000000000000

b8499c251f 8442ee13f 0933b688f cd19

f £ 00000000000000000000000000000

965135f 8a81f 25c9d630b17502f 68e53

fff 80000000000000000000000000000

8b87145a0l1ladlcb6cede995ea3670454f

fffc0000000000000000000000000000

8eae3b10a0c8cabd1d3b0f a61e56b0b2

fffe0000000000000000000000000000

64b4d629810f da6baf df 08f 3b0d8d2c5

ffff0000000000000000000000000000

d7e5dbd3324595f 8f dc7d7c571da6c2a

ffff8000000000000000000000000000

f 3f 72375264e167f ca9de2¢c1527d9606

ffffc000000000000000000000000000

8ee79dd4f 401f f 9b7ea945d86666c13b

ffffe000000000000000000000000000

dd35cea2799940b40db3f 819cb94c08b

fffff000000000000000000000000000

6941cb6b3e08c2b7af a581ebdd607b87

fffff800000000000000000000000000

2¢20f 439f 6bb097b29b8bd6d99aad799

fffffc00000000000000000000000000

625d01f 058e565f 77ae86378bd2c49b3

fffffe00000000000000000000000000

cOb5f d98190ef 45f bb4301438d095950

ffffff00000000000000000000000000

13001f f 5d99806ef d25da34f 56be854b

ffffff80000000000000000000000000

3b594c60f 5¢8277a5113677f 94208d82

ffffffc0000000000000000000000000

e9¢c0f c1818e4aa46bd2e39d638f 89e05

ffffffe0000000000000000000000000

f 8023ee9c3f dc45a019b4e985c7elab4

fffffff0000000000000000000000000

35f40182ab4662f 3023baeclee796b57

fffffff8000000000000000000000000

3aebbad7303649b4194a6945¢c6¢cc3694

fffffffcO00000000000000000000000

a2124beab53ec2834279bed7f 7eb0f 938

fffffffe000000000000000000000000

b9f b4399f a4f acc7309e14ec98360b0a

ffffffff000000000000000000000000

€c26277437420c5d634f 715aea81a9132

ffffffff800000000000000000000000

171a0elb2dd424f 0e089af 2c4c10f 32f

ffffffffcO0000000000000000000000

7cadbe402d1b208f e735edceO0aee7ce

ffffffffe00000000000000000000000

43b02f f 929a1485af 6f 5c6d6558baaOf

fffffffff00000000000000000000000

092f aacc9bf 43508bf 8f a8613ca75dea

fffffffff80000000000000000000000

chb2bf 8280f 3f 9742c7ed513f e802629c

fffffffffc0000000000000000000000

215a41ee442f a992a6e323986ded3f 68
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fffffffffe0000000000000000000000

f 21e99cf 4f Of 77cea836ella2f e75f bl

ffffffffff0000000000000000000000

95e3a0ca9079e646331df 8b4e70d2cd6

ffffffffff8000000000000000000000

4af e7f 120ce7613f 74f c12a01a828073

ffffffffffcO00000000000000000000

827f 000e75e2c8b9d479beed913f e678

ffffffffffe000000000000000000000

35830c8e7aaef e2d30310ef 381cbf 691

fffffffffff000000000000000000000

191aa0f 2c8570144f 38657ea4085ebe5

fffffffffff800000000000000000000

85062c2¢909f 15d9269b6c18ce99c4f 0

fffffffffffc00000000000000000000

678034dc9e41b5a560ed239eeablbc78

fffffffffffe00000000000000000000

c2f 93a4ce5ab6d5d56f 1b93cf 19911cl

ffffffffffff 00000000000000000000

1¢3112bch0c1dcc749d799743691bf 82

ffffffffffff80000000000000000000

00c55bd75c7f 9¢881989d3ec1911c0d4

ffffffffffffcOO00000000000000000

ea2e6b5ef 182b7df f 3629abd6al12045f

ffffffffffffe0000000000000000000

22322327e01780b17397f 24087f 8cc6f

fffffffffffff0000000000000000000

c9cach5cd11692¢c373b2411768149ee7

fffffffffffff8000000000000000000

al8e3dbbca577860dab6b80da3139256

fffffffffffffcO0O0000000000000000

79b61c37bf 328ecca8d743265a3d425c

fffffffffffffe000000000000000000

d2d99c6bcclf 06f da8e27e8ae3f 1ccc7

ffffffffffffff000000000000000000

1bf d4b91c701f d6b61b7f 997829d663b

ffffffffffffff800000000000000000

11005d52f 25f 16bdc9545a876a63490a

ffffffffffffffcOO000000000000000

3a4d354f 02bb5a5e47d39666867f 246a

ffffffffffffffe00000000000000000

d451b8d6elelalebbl155f bbf 6e7b7dc3

fIfffffffffffff00000000000000000

6898d4f 42f a7ba6al0ac05e87b9f 2080

fffffffffffffff80000000000000000

b611295e739ca7d9b50f 8e4cO0e754a3f

fffffffffffffffcOO00000000000000

7d33f c7d8abe3cal936759f 8f 5deaf 20

fffffffffffffffe0000000000000000

3b5e0f 566dc96¢c298f 0c12637539b25¢C

ffffffffffffffff0000000000000000

f 807c3e7985f eOf 5a50e2cdb25¢c5109e

ffffffffffffffff8000000000000000

41f 992a856f b278b389a62f 5d274d7e9

ffffffffffffffffcOO0000000000000

10d3ed7a6f el5ab4d91lacbhc7d0767abl

ffffffffffffffffe000000000000000

21f eecd45b2e675973ac33bf 0c5424f ¢

fffffffffffffffff 000000000000000

1480cb3955ba62d09eeab68f 7¢708817

fIfffffffffffffff800000000000000

66404033d6b72b609354d5496e7eb511

fffffffffffffffffcOO000000000000

1c317a220a7d700da2b1e075b00266e1

fffffffffffffffffe00000000000000

ab3b89542233f 1271bf 8f dOcOf 403545

fIffffffffffffffff00000000000000

d93eae966f ac46dca927d6b114f a3f 9e

frffffffffffffffff80000000000000

1bdec521316503d9d5ee65df 3ea94ddf

fIffffffffffffffffcOO0O0000000000

eef 456431dea8b4acf 83bdae3717f 75f

ffffffffffffffffffe0000000000000

06f 2519a2f af aa596bf ef 5¢f al5¢c21b9

fffffffffffffffffff 0000000000000

251a7eac7e2f e809e4aa8d0d7012531a

fffffffffffffffffff 8000000000000

3bf f c16e4c49b268a20f 8d96a60b4058

fffffffffffffffffffcOO0000000000

e886f 9281999c5bb3b3e8862e2f 7¢c988

fIfffffffffffffffffe000000000000

563bf 90d61beef 39f 48dd625f cef 1361

fIffffffffffffffffffOO0000000000

4d37c850644563c69f d0acd9a049325b

ffffffffffffffffffff 800000000000

b87c921b91829ef 3b1l3ca541eel130a6

ffffffffffffffffffffcOOO00000000

2e65eb6b6ea383e109accce8326bh0393

fIffffffffffffffffffe00000000000

9cab47f 7439edc3e255c0f 4d49aa8990
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fffffffffffffffffffff0OO0O00000000

a5e652614c9300f 37816b1f 9f dOc87f 9

fEfffffffffffffffffff 80000000000

14954f 0b4697776f 44494f e458d814ed

fffffffffffffffffffffcOO00000000

7c8d9ab6c2761723f e42f 8bb506chcf 7

fffffffffffffffffffffe0000000000

db7e1932679f dd99742aab04aa0d5a80

fEffffffffffffeffffffff 0000000000

4c6al1c83e568cd10f 27¢c2d73ded19c28

ffffffffffffffffffffff 8000000000

90eche6177e674c98de412413f 7ac915

ffffffffffffffffffffffcOOO000000

90684a2ach5f elec2b8ebd5622520b73

fIffffffffffffffffffffe000000000

7472f 9a7988607ca79707795991035e6

fffffffffffffffffffffff0O0O0000000

56af f 089878bf 3352f 8df 172a3ae47d8

fffffffffffffffffffffff80O0000000

65c0526¢cbe40161b8019a2a3171abd23

fIfffffffffffffffffffffcOOO00000

377be0Obe33b4e3e310b4aabdal73f 84f

fffffffffffffffffffffffe00000000

9402e9aabf 69de6504da8d20c4f caa2f

fIffffffffffffffffffffffOO0O00000

123c1f 4af 313ad8c2ce648b2e71f b6el

fIffffffffffffffffffffffB80000000

1ff c626d30203dcdb0019f b80f 726¢f 4

ffffffffffffffffffffffffcOOO0000

76dalf be3a50728c50f d2e621b5ad885

fIffffffffffffffffffffffe0000000

082eb8be35f 442f b52668e16a591d1d6

ffffffffffffffffffffffffOOO0000

e656f 9ecf 5f e27ec3e4a73d00c282f b3

fIfffffffffffffffffffffff8000000

2ca8209d63274cd9a29bb74bcd77683a

fEfffffffffffffffffffffffcOOO000

79bf 5dceldbb7dd73a8e3611de7ce026

fffffffffffffffffffffffffe000000

3c849939a5d29399f 344c4aleca8a576

fIffffffffffffffffffffffffOOO000

ed3c0a94d59bece98835da7aa4f 07ca2

fIffffffffffffffffffffffff800000

63919ed4ce10196438b6ad09d99cd795

fEffffffffffffffffffffffffcOO000

7678f 3a833f 19f ea95f 3c6029e2bc610

fIffffffffffffeffeffffffffe00000

3aa426831067d36b92be7c5f 81c13c56

fEFEffffffffffffeffffffffffOOO00

9272e2d2cdd11050998c845077a30eal

fEfffffffffffffffffffffffff80000

088c4b53f 5ecOf f 814c19adae7f 6246¢C

fIfffffffffffffffffffffffffcOOOO

4010a5e401f df 0a0354ddbcc0d012b17

fIFffffffffffffffffffffffffeO000

a87a385736c0a6189bd6589bd8445a93

fEffffffffffffffffffffffffffOO00

545f 2b83d9616dccf 60f a9830e9cd287

fIFffffffeffeffefffeffefffff8O00O

4b706f 7f 92406352394037a6d4f 4688d

fIFfffffffffffffffffffffffffcOOO

b7972b3941c44b90af a7b264bf ba7387

fIffffffffffffffffffffffffffeOOO

6f 45732cf 10881546f 0f d23896d2bb60

fEFffffffeffeffefffeffefffffsfOOO

2e3579calbaf 27f 64b3c955a5bf c30ba

fIFffffffffffffffffffffffffff800

34a2c5a9lae2aec99b7d1b5f a6780447

fIffffffffffffffefffffeffffffcOO

a4d6616bd04f 87335b0e53351227a9¢ee

fEFEffeffffffffeeffffffffffffeOO

7f 692b03945867d16179a8cef c83ealf

fEFFffffffffffffffffffffffffiffoO

3bdl141ee84a0eb6414a26e7a4f 281f 8a2

fIffffffffffeffeeffefffefffffffB0

d1788f 572d98b2b16ec5d5f 3922b99bc

fIFEffefffffeffefffeffffffffffco

0833f f 6f 61d98a57b288e8c3586b85a6

fEfffffffffffffffffffffffffiffeO

8568261797del76bf Ob43becc6285af b

fIFffffffffffffffffffffffffifffo

f 9b0Of da0c4a898f 5b9e6f 661c4cedd07

FEFEfFeffeffeffeefffefffefffffffe

8ade895913685¢c67c5269f 8aae42983e

fEfffffffffffffffffffffffffififc

39bde67d5c8ed8a8b1c37eb8f a9f 5ac0

fIffffffffffffffefffffeffffifffe

5c005e72c1418c44f 569f 2ea33ba54f 3

fIffffffffffffffefffffffffffffffef

3f 5b8cc9eaB855a0af a7347d23e8d664e

22




D.2. Keysize=192

KEY = 00000000000000000000000000000000000000000000

PLAINTEXT or |V

CIPHERTEXT

80000000000000000000000000000000

6cd02513e8d4dc986b4af e087a60bd0c

c0000000000000000000000000000000

2celf 8b7e30627c1c4519eadad4bc436

€0000000000000000000000000000000

9946Db5f 87af 446f 5796c1f ee63a2da24

f 0000000000000000000000000000000

2a560364ce529ef c21788779568d5555

f 8000000000000000000000000000000

35¢1471837af 446153bceb5d5ba72a0a

f c000000000000000000000000000000

ce60bc52386234f 158f 84341e534cd9e

f e000000000000000000000000000000

8c7c27ff32bcf8dc2dc57¢90c2903961

f £ 000000000000000000000000000000

32bb6a7ec84499e166f 936003d55a5bb

f f 800000000000000000000000000000

ab5c772e5c62631ef 660eel1d5877f 6d1b

f f c00000000000000000000000000000

030d7e5b64f 380a7e4ea5387b5cd7f 49

f f e€00000000000000000000000000000

0dc9a2610037009b698f 11bb7e86c83e

ff £ 00000000000000000000000000000

0046612c766d1840c226364f 1f a7ed72

fff80000000000000000000000000000

4880c7e08f 27bef e78590743c05e698b

fffc0000000000000000000000000000

2520ce829a26577f Of 4822c4ecc87401

fffe0000000000000000000000000000

8765e8acc169758319ch46dc7bcf 3dca

ffff0000000000000000000000000000

e98f 4badf 073df 4baall6d011dc24a28

ffff8000000000000000000000000000

f 378f 68c5dbf 59e211b3a659a7317d94

ffffc000000000000000000000000000

283d3b069d8eb9f bh432d74b96car762b4

ffffe000000000000000000000000000

a7e1842e8a87861c221a500883245c51

fffff000000000000000000000000000

77aa270471881be070f b52c7067ce732

fffff800000000000000000000000000

01b0f 476d484f 43f 1laeb6ef a9361a8ac

fffffc00000000000000000000000000

1c3a94f 1c052c55c2d8359af f 2163b4f

fffffe00000000000000000000000000

€8a067b604d5373d8b0f 2e05a03b341b

ffffff00000000000000000000000000

a7876ec87f 5a09bf ead42¢c77da30f d50e

ffffff80000000000000000000000000

Ocf 3e9d3a42be5b854ca65b13f 35f 48d

ffffffc0000000000000000000000000

6c62f 6bbcab7c3e821c9290f 08892dda

ffffffe0000000000000000000000000

7f 5e05bd2068738196f ee79ace7e3aec

fffffff0000000000000000000000000

440e0d733255cda92f b46e842f e58054

fffffff8000000000000000000000000

aabd5blc4ealb7a22e5583ac2e9ed8a7

fffffffc000000000000000000000000

77e537e89e8491e8662aae3bc809421d

fffffffe000000000000000000000000

997dd3e9f 1598bf a73f 75973f 7e93b76

ffffffff000000000000000000000000

1b38d4f 7452af ef cb7f c721244e4b72e

ffffffff800000000000000000000000

Obe2b18252e774dda30cdda02c6906e3

ffffffffc0O00000000000000000000000

d2695e59c20361d82652d7d58b6f 11b2

ffffffffe00000000000000000000000

902d88d13eae52089abd6143cf e394e9

fffffffff00000000000000000000000

d49bceb3b823f edd602¢c305345734bd2

fffffffff80000000000000000000000

707b1dbbOf f a40ef 7d95def 421233f ae

fffffffffcO0000000000000000000000

7ca0c1d93356d9eb8aa952084d75f 913

fffffffffe0000000000000000000000

f 2cbf 9cb186e270dd7bdb0c28f ebc57d
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ffffffffff0000000000000000000000

€c94337c37c4e790ab45780bd9c3674a0

ffffffffff8000000000000000000000

8e3558¢135252f b9c9f 367ed609467al

ffffffffffc000000000000000000000

1b72eecaeed4899h443914e5b3a57f ba92

ffffffffffe000000000000000000000

011865f 91bc56868d051e52c9ef d59b7

fffffffffff000000000000000000000

e4771318ad7a63dd680f 6e583b7747ea

fffffffffff800000000000000000000

61e3d194088dc8d97e9e6db37457eac5

fffffffffffcOO000000000000000000

36ff lec9ccf bc349e5d356d063693ad6

fffffffffffe00000000000000000000

3cc9e9a9be8cc3f 6f b2ea24088e9bb19

ffffffffffff00000000000000000000

lee5ab003dc8722e74905d9a8f e3d350

ffffffffffff80000000000000000000

245339319584b0a412412869d6c2eada

ffffffffffffcO000000000000000000

7bd496918115d14ed5380852716c8814

ffffffffffffe0000000000000000000

273ab2f 2b4a366a57d582a339313c8b1

fffffffffffff0000000000000000000

113365a9f f be3b0ca61e98507554168b

fffffffffffff8000000000000000000

af a99c997ac478a0dead119c9e45f 8b1l

fffffffffffffcOO0000000000000000

9216309a7842430b83f f b98638011512

fffffffffffffe000000000000000000

62abc792288258492a7ch45145f 4b759

fIffffffffffff000000000000000000

534923¢169d504d7519¢15d30e756¢50

ffffffffffffff800000000000000000

f a75e05bcdc7e00c273f a33f 6eed441d2

ffffffffffffffcOO000000000000000

7d350f a6057080f 1086a56b17ec240db

ffffffffffffffe00000000000000000

f 34e4a6324ead4a5c39a661c8f e5ada8f

fffffffffffffff00000000000000000

0882a16f 44088d42447a29ac090ecl7e

fIfffffffffffff80000000000000000

3a3c15bf c11a9537¢130687004el136ee

fIfffffffffffffcO0O00000000000000

22c0a7678dc6d8cf 5c8a6d5a9960767c

fffffffffffffffe0000000000000000

b46b09809d68b9a456432a79bdc2e38c

ffffffffffffffff0000000000000000

93baaf f b35f be739c17c6ac22eecf 18f

ffffffffffffffff8000000000000000

c8aa80a7850675bc007c46df 06b49868

ffffffffffffffffcO00000000000000

12c6f 3877af 421a918a84b775858021d

ffffffffffffffffe000000000000000

33f 123282¢c5d633924f 7d5ba3f 3cabll

fffffffffffffffff000000000000000

a8f 161002733e93ca4527d22c1la0c5bb

fffffffffffffffff800000000000000

b72f 70ebf 3e3f da23f 508eec76b42c02

fIfffffffffffffffcOO0O00000000000

6a9d965e6274143f 25af dcf c88ffd77c

fffffffffffffffffe00000000000000

a0c74f d0Ob9361764ce91c5200b095357

ffffffffffffffffff0O000000000000

091d1f dc2bd2c346cd5046a8c6209146

fIffffffffffffffff80000000000000

e2a37580116¢cf b71856254496ab0aca8

ffffffffffffffffffcOO00000000000

e0b3a00785917c7ef c9adba322813571

ffffffffffffffffffe0000000000000

733d41f 4727b5ef Odf 4af 4cf 3cf f alch

fffffffffffffffffff 0000000000000

a99ebb030260826f 981ad3e64490aa4f

fffffffffffffffffff 8000000000000

73f 34c7d3eaeb5e80082c1647524308ee

fIfffffffffffffffffcOOO000000000

40ebd5ad082345b7a2097ccd3464da02

fffffffffffffffffffe000000000000

7ccd4ae9a424b2cec90c97153c2457ech

fIffffffffffffffffff 000000000000

54d632d03abalbd0f 91877ebdd4d09ch

fIffffffffffffffffff 800000000000

d3427be7e4d27cd54f 5f e37b03cf 0897

ffffffffffffffffffffcOO000000000

b2099795e88cc158f d75eal33d7e7f be

ffffffffffffffffffffe00000000000

abcae46f bof adf e7a2c302a34242817b

fIfffffffffffffffffff0O0O000000000

026a7024d6a902e0b3f f ccbaa910cc3f
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fffffffffffffffffffff 80000000000

156f 07767a85a4312321f 63968338a01

fEfffffffffffffffffffcOOO0000000

15eec9ebf 42b9ca76897d2cd6c5al2e?

fffffffffffffffffffffe0000000000

db0d3a6f dcc13f 915e2b302ceeb70f d8

ffffffffffffffffffffffOO0O0000000

71dbf 37e87a2e34d15b20e 8f 1048924

fEffffffffffffffffffff 8000000000

c745c451e96f f 3c045e4367¢c833e3b54

ffffffffffffffffffffffcOOO000000

340da09c¢2dd11c3b679d08ccd27dd595

ffffffffffffffffffffffe000000000

8279f 7¢0c2a03ee660c6d392db025d18

fIfffffffffffffffffffff0OO0000000

a4b2c7d8ebab531f f 47c5041a55f bdlec

fffffffffffffffffffffff 800000000

74569a2caba7bd5131ce8dc7cbf bf 72f

fffffffffffffffffffffffcOOOO0000

3713da0c0219b63454035613b5a403dd

fIfffffffffffffffffffffe00000000

8827551ddcc9df 23f a72a3de4e9f 0b07

ffffffffffffffffffffffffOO000000

2e3f ebf d625bf cd0a2c06eb460dal732

fIffffffffffffffffffffff80000000

ee82e6ba488156f 76496311da6941deb

fIffffffffffffffffffffffcOOO0000

4770446f 01d1f 391256e85a1b30d89d3

ffffffffffffffffffffffffe0000000

af 04b68f 104f 21ef 2af b4767cf 74143c

fIffffffefffffffeffffffffOO00000

cf 3579a9ba38c8e43653173el14f 3a4cb

ffffffffffffffffffffffff8000000

b3bba904f 4953e09b54800af 2f 62e7d4

fIfffffffffffffffffffffffcOOO000

fc4249656e14b29eb9c44829b4c59a46

fIfffffffffffffffffffffffe000000

9b31568f ebe81lcf c2e65af 1¢86d1a308

ffffffffffffffffffffffffff 000000

9ca09c25f 273a766db98a480ce8df edc

fIffffffffffffffffffffffff80O0000

b909925786f 34c3c92d971883c9f bedf

fIFfffffffffffffffffffffffcOOOOO

826471 1332f e570a9d4d92b2ee771d3b

ffffffffffffffffffffffffffe00000

3604a7e80832b3a99954bca6f 5b9f 501

fIfffffffffffffffffffffffffOOOO0O

884607b128c5de3ab39a529alef 51bef

fEFEffefffffffffeffffffffffB8O000

670cf a093d1dbdb2317041404102435e

fEfffffffffffffffffffffffffcOOOO

7a867195f 3ce8769chd336502f bb5130

fIfffffffffffffffffffffffffe0000

52ef cf 64c72b2f 7ca5b3c836b1078c15

fEFEffefffffffffefffffffffffOOOO

4019250f 6eef b2acb5ccbcae044e75c7e

fEffffffffffffffffffffffffffB8000

022c4f 6f 5a017d292785627667ddef 24

fEfffffffeffeffeffffffffffffcOOO

€9c21078a2eb7e03250f 71000f a9e3ed

fIFfffffffffffffffffffffffffeO00

al3eaeeb9cd391dad4e2b09490b3e7f ad

fIfffffffffffffffffeffeffffffOOO

c958al7l1ldcald4ed53elaf 1d380803a9

fEFEffeffeffeffefffeffefffffsf8OO

21442e07a110667f 2583ecaeeeed44dc8c

FIFffffffffffffffffffffffffffcOO

59bbb353cf 1dd867a6e33737af 65599

fIffffffffffffefffffeffffffffeOO

43cd3b25375d0ce41087f f 9f 2829639

fEFEfFeffeffeffeeffeffefffffffOO

6b98b17e80d1118e3516bd768b285a84

fEFFffffffffffffffffffffffffiffa0

ae47ed3676ca0c08deea02d95b81db58

fIffffffffffffffefffffeffffiffco

34ec40dc20413795ed53628ea748720b

fEFfffefffffffffffffffffffffffel

4dc68163f 869835473253542c8a65d46

fEfffffffffffffffffffffffffifffo

2aabb999f 43693175af 65c6¢c612c46f b

fIFfffeffeffeffefffffffffffifffa

e01f 94499dac3547515¢c5b1d756f Of 58

fEFffffffffffeffeffffffffffffffc

9d12435a46480ce00ea349f 71799df 9a

fIfffffffffffffffffffffffffifife

cef41d16d266bdf e46938ad7884ccOcf

frEfffffffeffeeffeffeffeffeeffaaee

b13db4dalf 718bc6904797c82bcf 2d32
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D.3. Keysize=256

KEY = 000000000000000000000000000000
000000000000000000000000000000

PLAINTEXT or |V

CIPHERTEXT

80000000000000000000000000000000

ddc6bf 790c15760d8d9aeb6f 9a75f d4e

c0000000000000000000000000000000

0abbdc6d4c1e6280301f d8e97ddbe601

€0000000000000000000000000000000

9b80eef b7ebe2d2b16247aalef c72f 5d

f 0000000000000000000000000000000

7f 2c5ece07a98d8beel13c51177395ff 7

f 8000000000000000000000000000000

7818d800dcf 6f 4bele0e94f 403dl1ledc?2

f c000000000000000000000000000000

e74cd1c92f 0919c35a0324123d6177d3

f e000000000000000000000000000000

8092a4dcf 2da7e77e93bdd371df ed82e

f £ 000000000000000000000000000000

49af 6b372135acef 10132e548f 217b17

f f 800000000000000000000000000000

8bcd40f 94ebb63b9f 7909676e667f 1e7

f f c00000000000000000000000000000

felcffb83f45dcf b38b29be438dbd3ab

f f e€00000000000000000000000000000

0dc58a8d886623705aec15chble70dcOe

ff £ 00000000000000000000000000000

c218f aal1l6056bd0774c3e8d79c35a5e4

fff80000000000000000000000000000

047bba83f 7aa841731504e012208f c9e

fffc0000000000000000000000000000

dc8f 0e4915f d81ba70a331310882f 6da

fffe0000000000000000000000000000

1569859ea6b7206c30bf 4f dOchf ac33c

ffff0000000000000000000000000000

300ade92f 88f 48f a2df 730ecl16ef 44cd

ffff8000000000000000000000000000

1f e6cc3c05965dc08eb0590c95ac71d0

ffffc000000000000000000000000000

59e858eaaa97f ec38111275b6cf 5abcO

ffffe000000000000000000000000000

2239455e7af e3b0616100288cc5a723b

fffff000000000000000000000000000

3ee500c5c8d63479717163e55¢c5c4522

fffff800000000000000000000000000

d5e38bf 15f 16d90e3e214041d774daa8

fffffc00000000000000000000000000

b1lf 4066e6f 4f 187df e5f 2ad1b17819d0

fffffe00000000000000000000000000

6ef 4cc4de49b11065d7af 2909854794a

ffffff00000000000000000000000000

ac86bc606b6640c309e782f 232bf 367f

ffffff80000000000000000000000000

36af f Oef 7bf 3280772cf 4cac80a0d2b2

ffffffc0000000000000000000000000

1f 8eedealOf 62a1406d58cf c3ecea72cf

ffffffe0000000000000000000000000

abf 4154a3375a1d3e6b1d454438f 95a6

fffffff0000000000000000000000000

96f 96e9d607f 6615f c192061ee648b07

fffffff8000000000000000000000000

cf 37cdaaa0d2d536¢71857634c792064

fffffffc000000000000000000000000

f bd6640c80245c2bh805373f 130703127

fffffffe000000000000000000000000

8d6a8af e55a6e481badae0d146f 436db

ffffffff000000000000000000000000

6a4981f 2915e3e68af 6¢c22385dd06756

ffffffff800000000000000000000000

42a1136e5f 8d8d21d3101998642d573b

ffffffffc0O00000000000000000000000

9b471596dc69ae1586cee6158b0b0181

ffffffffe00000000000000000000000

753665c4af lef f 33aa8b628bf 8741cf d

fffffffff00000000000000000000000

9a682acf 40be01f 5bh2a4193¢c9a82404d

fffffffff80000000000000000000000

54f af e26e4287f 17d1935f 87eb9adel1

fffffffffcO0000000000000000000000

49d541b2e74cf e73e6a8e8225f 7bd449

fffffffffe0000000000000000000000

11a45530f 624f f 6f 76a1b3826626f f 7b

ffffffffff0000000000000000000000

f 96b0c4a8bc6c86130289f 60b43b8f ba
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ffffffffff8000000000000000000000

48c7d0e80834ebdc35b6735f 76b46c8b

ffffffffffcO00000000000000000000

2463531ab54d66955e73edc4cb8eaads

ffffffffffe000000000000000000000

ac9bd8e2530469134b9d5b065d4f 565b

fffffffffff000000000000000000000

3f 5 9106d0e52f 973d4890e6f 37e8a00

fffffffffff800000000000000000000

20ebc86f 1304d272e2e207e59db639f 0

fffffffffffcO0000000000000000000

e67ae6426bf 9526¢c972cf f 072b52252c

fffffffffffe00000000000000000000

la518dddaf 9ef a0d002cc58d107edf c8

ffffffffffff00000000000000000000

ead731af 4d3a2f e3bh34bed047942a49f

ffffffffffff80000000000000000000

bld4ef e40242f 83e93b6c8d7ef b5eae9

ffffffffffffcO0O00000000000000000

cd2blfecl1f d906c5¢c7630099443610a

ffffffffffffe0000000000000000000

al853f e47f e29289d153161d06387d21

fffffffffffff0000000000000000000

4632154179a555c17ea604d0889f ab14

fffffffffffff8000000000000000000

dd27cac6401a022e8f 38f 9f 93e774417

fffffffffffffcO00000000000000000

c090313eb98674f 35f 3123385f h95d4d

fffffffffffffe000000000000000000

€c3526262b92f 02edce548f 716b9f 45¢c

ffffffffffffff 000000000000000000

c0838dla2bl6a7c7f 0df cc433c399c33

ffffffffffffff800000000000000000

0d9ac756eb297695eed4d382eb126d26

ffffffffffffffcOO000000000000000

56ede9dda3f 6f 141bff 1757f a689c3el

ffffffffffffffe00000000000000000

768f 520ef e0f 23e61d3ec8ad9ce91774

fffffffffffffff00000000000000000

b1144ddf a75755213390e7c596660490

fffffffffffffff80000000000000000

1d7c0c4040b355b9d107a99325e3b050

fIfffffffffffffcO000000000000000

d8e2bblae8ee3dcf 5bf 7d6¢c38da82ala

fffffffffffffffe0000000000000000

f af 82d178af 25a9886a47e7f 789b98d7

ffffffffffffffff0000000000000000

9bh58dbf d77f ebaca9cf c190cd1b82d19

ffffffffffffffff8000000000000000

77f 392089042e478ac16c0c86a0b5db5s

fIffffffffffffffcOO0000000000000

19f 08e3420ee69b477cal420281c4782

ffffffffffffffffe000000000000000

albl9beeedell17139f 74b3c53f dcbh875

fffffffffffffffff 000000000000000

a37a5869b218a9f 3a0868d19aealadba

fffffffffffffffff800000000000000

bc3594e865bcd0261b13202731f 33580

fffffffffffffffffcOOO00000000000

811441celd309eee7185e8c752c07557

fffffffffffffffffe00000000000000

959971ce4134190563518e700b9874d1

ffffffffffffffffff00000000000000

76b5614a042707c98e2132e2e805f €63

ffffffffffffffffff80000000000000

7d9f a6a57530d0f 036f ec31¢c230b0cc6

fIffffffffffffffffcOO00000000000

964153a83bf 6989a4ba80daa91c3e081

ffffffffffffffffffe0000000000000

a013014d4ce8054cf 2591d06f 6f 2f 176

fffffffffffffffffffO0O00000000000

d1lc5f 6399bf 382502e385eee1474a869

fffffffffffffffffff 8000000000000

0007e20b8298ec354f Of 5f e7470f 36bd

fffffffffffffffffffcOO0000000000

b95ba05b332da6lef 63a2b31f cad9879

fffffffffffffffffffe000000000000

4620a49bd967491561669ab25dce45f 4

ffffffffffffffffffff 000000000000

12e71214ae8e04f Obb63d7425c6f 14d5

fIffffffffffffffffff 800000000000

4cc42f c1407b008f e350907c092e80ac

fIffffffffffffffffffcOOO00000000

08b244ce7cbc8ee97f bba808ch146f da

ffffffffffffffffffffe00000000000

39b333e8694f 21546ad1edd9d87ed95b

fffffffffffffffffffff0OO0O00000000

3b271f 8ab2e6e4a20ba8090f 43ba78f 3

fIfffffffffffffffffff80000000000

9ad983f 3bf 651cd0393f 0Oa73cccdeab0

27




fffffffffffffffffffffcOOO0000000

8f 476¢bf f 75c1f 725ce18e4bbcd19b32

fIfffffffffffffffffffe0000000000

905b6267f 1d6ab5320835a133f 096f 2a

ffffffffffffffffffffff0O0O00000000

145b60d6d0193c23f 4221848a892d61a

ffffffffffffffffffffff8000000000

55cf b3f b6d75cad0445bbc8daf a25b0f

fEffffffffffffffffffffcOOO000000

7b8e7098e357ef 71237d46d8b075b0f 5

ffffffffffffffffffffffe000000000

2bf 27229901eb40f 2df 9d8398d1505ae

fffffffffffffffffffffffOO0O000000

83a63402a77f 9ad5¢c1e931a931ecd706

fIfffffffffffffffffffff800000000

6f 8ba6521152d31f 2badal843e26b973

fffffffffffffffffffffffcOOO00000

e5c3b8e30f d2d8e6239b17b44bd23bbd

fffffffffffffffffffffffe00O000000

lac1f 7102¢59933e8b2ddc3f 14e94baa

fIffffffffffffffffffffffO0O000000

21d9ba49of 276b45f 11af 8f c71a088e3d

ffffffffffffffffffffffff 80000000

649f 1cddc3792b4638635a392bc9bade

fIffffffffffffffffffffffcOOO0000

e2775e4b59c1bc2e31a2078c11b5a08c

fIffffffffffffffffffffffe0000000

2belf ae5048a25582a679cal10905eb80

fIffffffffffffeffefffffffOOO0000

da86f 292c6f 41ea34f b2068df 75ecc29

fEFfffeffffffffffffffffff8000000

220df 19f 85d69b1b562f a69a3c5becab

ffffffffffffffffffffffffcOOO000

1f 11d5d0355e0b556¢ccdb6c7f 5083b4d

fffffffffffffffffffffffffeO00000

62526b78be79cb384633c91f 83b4151b

fEFfffffffffffffefffffffffOO0000

90ddbchb950843592dd47bbef 00f dc876

ffffffffffffffffffffffffff800000

2f d0e41c5b8402277354a7391d2618e2

fIffffffffffffffffffffffffcOOOOO

3cdf 13e72deedc581baf ec70b85f 9660

fIffffffffffffffffffffffffe00000

af a2f f c137577092e2b654f a199d2c43

fIfffffffffffffffffffffffffOO000

8d683ee63e60d208e343ce48dbc4d4cac

fIffffffffffefffeffffffffffB8O000

705a4ef 8ba2133729¢20185c3d3a4763

fEFfffffffffffffeffffffffffcOOOO

0861a861c3db4e94194211b77ed761b9

fffffffffffffffffffffffffffe0000

4p00c27e8b26da7eab9d3a88dec 8b031

fIffffffffffffffffffffffffffOOOO

5f 397bf 03084820cc8810d52e5b666€9

fEFEffefffffffffefffffffffff80O00

63f af abb72c07bf bd3ddc9b1203104b8

fEffffffffffffffffffffffffffcOOO

683e€2140585b18452dd4f f bb93c95df 9

fEfffffffefffffeffffffffffffeOOO

286894e48e537f 8763b56707d7d155¢c8

fIFffffffffffffffffffffffffffOOO

a423deabcl173dcf 7e2c4c53e77d37cdl

fIFffffffffffffffffeffeffffff8O0

eb8168313elcf df db5e986d5429cf 172

fEFffffffeffeffefffffffffffffcOO

27127daaf c9accd2f b334ec3ebab52323

FIFffffffffffffffffffffffffffeOO

ee0715b96f 72e3f 7a22a5064f c592f 4c¢

fIffffffffffeffeeffeffefffffffOO

29ee526770f 2alldcf a989d1ce88830f

FEFEFFeffeffeffeefffeffefffffffB0

0493370e054b09871130f e49af 730a5a

fEfffffffffffffffffffffffffiffco

9b7b940f 6c509f 9e44a4ee140448ee46

fIffffffffffffeffffeffffffifffel

2915bedalecf dcbe3e023811al12bb6ec7

FEFEfFeffeffeffefffefffeffffffffo

7240e524bc51d8c4d440b1be55d1062c¢

fEFFfffffffffffffffffffffffifff8

da63039d38chb4612b2dc36ba26684b93

fIfffffffffffeffeffffffffffffffc

0f 59ch5a4b522e2ac56clab64f 558ad9a

fEffffffffffffeffffffffffffffffe

7bf e9d876c6d63c1d035da8f e21¢c409d

fEfffffffffffffffffeffffeffffaefe

acdace8078a32b1al182bf a4987cal347
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Appendix E. VarKey Known Answer Test Values

E.l. Keysize=128
PLAI NTEXT and/ or

'V = 00000000000000000000000000000000

KEY

CIPHERTEXT

80000000000000000000000000000000

0edd33d3c621e546455bd8bal418bec8

c0000000000000000000000000000000

4bc3f 883450c113c64cad42ell112a9e87

€0000000000000000000000000000000

72alda770f 5d7ac4c9ef 94d822af f d97

f 0000000000000000000000000000000

970014d634e2b7650777e8e84d03ccd8

f 8000000000000000000000000000000

f 17e79aed0db7e279e955b5f 493875a7

f c000000000000000000000000000000

9ed5a75136a940d0963da379db4af 26a

f e000000000000000000000000000000

c4295f 83465c7755e8f a364bac6a7eab

f f 000000000000000000000000000000

b1d758256b28f d850ad4944208cf 1155

f f 800000000000000000000000000000

42f f b34c743de4d88ca38011¢c990890b

f f c00000000000000000000000000000

9958f 0eceaB8h2172c0c1995f 9182c0f 3

ff e00000000000000000000000000000

956d7798f ac20f 82a8823f 984d06f 7f 5

fff 00000000000000000000000000000

a01bf 44f 2d16be928cad4aaf 7b9b106Db

fff 80000000000000000000000000000

b5f 1a33e50d40d103764c76bd4c6b6f 8

fffc0000000000000000000000000000

2637050c9f c0d4817e2d69de878aee8d

fffe0000000000000000000000000000

113ecbhed4a453269a0dd26069467f b5b5

ffff0000000000000000000000000000

97d0754f e68f 11b9e375d070a608c884

ffff8000000000000000000000000000

€c6a0b3e998d05068a5399778405200b4

ffffc000000000000000000000000000

df 556a33438db87bc41b1752c55e5e49

ffffe000000000000000000000000000

90f b128d3alaf 6e548521bb962bf 1f 05

fffff000000000000000000000000000

26298e9c1db517c215f adf b7d2a8d691

fffff800000000000000000000000000

ab6cbh761d61f 8292d0df 393a279ad0380

fffffc00000000000000000000000000

12acd89b13cd5f 8726e34d44f d486108

fffffe00000000000000000000000000

95b1703f c57ba09f e0c3580f ebdd7ed4

ffffff00000000000000000000000000

del1722d893e9f 9121c381beccldab9a

ffffff80000000000000000000000000

6d114ccb27bf 391012e8974c546d9Dbf 2

ffffffcO0000000000000000000000000

5ce37el7eb4646ecf ac29b9cc38d9340

ffffffe0000000000000000000000000

18c1b6e2157122056d0243d8al65cddb

fffffff0000000000000000000000000

99693e6a59d1366c74d823562d7e1431

fffffff8000000000000000000000000

6c7c64dc84a8bba758ed17eb025a57e3

fffffffc000000000000000000000000

el7bc79f 30eaab2f ac2cbbe3458d687a

fffffffe000000000000000000000000

1114bc2028009b923f 0b01915ce5e7c4

ffffffff000000000000000000000000

9c28524al6alelc1452971caa8d13476

ffffffff800000000000000000000000

€d62e16363638360f dd6ad62112794f 0

ffffffffcO0000000000000000000000

5a8688f 0b2a2c16224c161658f f d4044

ffffffffe00000000000000000000000

23f 710842b9bb9c32f 26648c786807ca

fffffffff00000000000000000000000

44a98bf 11e163f 632c47ec6a49683a89

fffffffff80000000000000000000000

Of 18af f 94274696d9b61848bd50ac5e5

fffffffffc0000000000000000000000

82408571c3e2424540207f 833b6dda69
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fffffffffe0000000000000000000000

303f f996947f 0c7d1f 43c8f 3027b9b75

ffffffffff0000000000000000000000

7df 4daf 4ad29a3615a9b6ece5c99518a

ffffffffff8000000000000000000000

€72954a48d0774db0b4971c526260415

ffffffffffcO00000000000000000000

1df 9b76112dc6531e07d2cf da04411f 0

ffffffffffe000000000000000000000

8e4d8e699119el1f c87545a647f h1d34f

fffffffffff000000000000000000000

e6c4807aellf 36f 091c57d9f b68548d1

fffffffffff800000000000000000000

8ebf 73aad49c82007f 77abclccecb6ab4

fffffffffffc00000000000000000000

4f b288cc2040049001d2c7585ad123f c

fffffffffffe00000000000000000000

04497110ef b9dceb13e2b13f b4465564

ffffffffffff 00000000000000000000

75550e6¢cb5a88e49634c9ab69eda0430

ffffffffffff80000000000000000000

b6768473ce9843ea66a81405dd50b345

ffffffffffffcOO00000000000000000

ch2f 430383f 9084e03a653571e065deb

ffffffffffffe0000000000000000000

ff4e66c07bae3e79f b7d210847a3b0ba

fffffffffffff0000000000000000000

7b90785125505f ad59b13c186dd66ce3

fffffffffffff8000000000000000000

8b527a6aebdaec9eaef 8eda2ch7783e5

fffffffffffffcO0O0000000000000000

43f daf 53ebbc9880c228617d6a9b548b

fffffffffffffe000000000000000000

53786104b9744b98f 052c46f 1¢850d0b

ffffffffffffff000000000000000000

b5ab3013dd1le61df O6cbaf 34ca2aee78

ffffffffffffff800000000000000000

7470469be9723030f dcc73a8cd4f bb10

ffffffffffffffcOO000000000000000

a35a63f 5343ebe9ef 8167bch48adl22e

ffffffffffffffe00000000000000000

f d8687f 0757a210e9f df 181204c30863

fIfffffffffffff00000000000000000

7a181e84bd5457d26a88f bae96018f b0

fffffffffffffff80000000000000000

653317b9362b6f 9b9e1a580e68d494b5

fffffffffffffffcOO00000000000000

995¢9dc0b689f 03c45867b5f aa5c18d1

fffffffffffffffe0000000000000000

77a4d96d56dda398b9aabecf c75729f d

ffffffffffffffff0000000000000000

84be19e053635f 09f 2665e7bhae85b42d

ffffffffffffffff8000000000000000

32cd652842926aead4aab6137bb2be2b5e

ffffffffffffffffcOO0000000000000

493d4a4f 38ebb337d10aa84e9171a554

ffffffffffffffffe000000000000000

dobf f 7f f 454b0ec5a4a2a69566e2ch84

fffffffffffffffff 000000000000000

3535d565ace3f 31eb249ba2cc6765d7a

fffffffffffffffff800000000000000

f 60e91f c3269eecf 3231¢c6e9945697¢c6

fffffffffffffffffcOO000000000000

ab69cf adf 51f 8e604d9cc37182f 6635a

fffffffffffffffffe00000000000000

7866373f 24a0b6ed56e0d96f cdaf b877

fIffffffffffffffff00000000000000

lead48c2aac954f 5d812e9d78494446a

ffffffffffffffffff80000000000000

acc5599dd8ac02239a0f ef 4a36dd1668

fIffffffffffffffffcOO0O0000000000

d8764468bb103828cf 7€1473ce895073

ffffffffffffffffffe0000000000000

1b0d02893683b9f 180458e4aa6b73982

fffffffffffffffffff 0000000000000

96d9b017d302df 410a937dcdb8bb6e43

fffffffffffffffffff 8000000000000

ef 1623cc44313cf f 440b1594a7e21cchb

fffffffffffffffffffcOO0000000000

284ca2f a35807b8b0ae4d19e11d7dbd7

fIfffffffffffffffffe000000000000

f 2e976875755f 9401d54f 36e2a23a594

fIffffffffffffffffffOO0000000000

ec198a18e10e532403b7e20887c8dd80

ffffffffffffffffffff 800000000000

545d50ebd919e4a6949d96ad47e46a80

ffffffffffffffffffffcOOO00000000

dbdf b527060e0a71009c7bb0c68f 1d44

fIffffffffffffffffffe00000000000

9cf al322ea33da2173a024f 2f f 0d896d
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fffffffffffffffffffff0OO0O00000000

8785b1a75b0f 3bd958dcd0e29318c521

fIfffffffffffffffffff 80000000000

38f 67b9e98e4a97b6df 030a9f cdd0104

fffffffffffffffffffffcOO00000000

192af f f b2c880e82b05926d0f c6c448b

fffffffffffffffffffffe0000000000

6a7980ce7b105cf 530952d74daaf 798¢

fEffffffffffffffffffffOO00000000

ea3695e1351bh9d6858bd958cf 513ef 6¢

ffffffffffffffffffffffB80O00000000

6da0490ba0ba0343b935681d2cce5bal

ffffffffffffffffffffffcOOO000000

f Oea23af 08534011¢c60009ab29ada2f 1

fIffffffffffffffffffffe000000000

ff13806c¢cf 19cc38721554d7c0f cdcd4b

fffffffffffffffffffffff 000000000

6838af 1f 4f 69bae9d85dd188dcdf 0688

fffffffffffffffffffffff80O0000000

36¢f 44c92d550bf bled28ef 583ddf 5d7

fIfffffffffffffffffffffcOOO00000

d06e3195b5376f 109d5c4ec6c5d62ced

fffffffffffffffffffffffe00000000

c440de014d3d610707279b13242a5¢c 36

fIffffffffffffffffffffffOO0O00000

f Oc5c6f f abe0bd3a94c88f 6b6f 7c16b9

fIffffffffffffffffffffffB80000000

3e40c3901cd7ef fc22bff c35deeOb4d9

ffffffffffffffffffffffffcOOO0000

b63305c72bedf ab97382c406d0c49bc6

fIffffffffffffffffffffffe0000000

36bbaab22a6bd4925a99a2b408d2dbae

ffffffffffffffffffffffffOOO0000

307c5b8f cd0533ab98bc51e27a6ced61

fIfffffffffffffffffffffff8000000

829c04ff4c07513c0b3ef 05c03e337b5

fEfffffffffffffffffffffffcOOO000

f 17af 0e895dda5eb98ef c68066e84c54

fffffffffffffffffffffffffe000000

277167f3812af f f 1f f ach4a934379f c3

fIffffffffffffeffeffefffffOO0O000

2cbldc3a9c72972e425ae2ef 3eb597cd

fIffffffffffffffffffffffff800000

36aeaa3a213e968d4b5b679d3a2c97f e

fEffffffffffffffffffffffffcOO000

9241daca4f dd034a82372db50ela0f 3f

fIffffffffffffffffffffffffe0O000

€c14574d9cd00cf 2b5a7f 77e53cd57885

fEFEfffffffffefffffffffffffOOO00

793de39236570aba83ab9b737cb521c9

fEfffffffffffffffffffffffff80000

16591c0f 27d60e29b85a96c33861a7ef

fIfffffffffffffffffffffffffcOOOO

44f b5c4d4f 5cb79be5c174a3b1c97348

fEFffffffffffffffffffffffffe0000

674d2b61633d162be59dde04222f 4740

fIffffffffffffffffffffffffffOO0O

b4750f f 263a65e1f 9e924ccf d98f 3e37

fIFffffffeffeffefffeffefffff8O00O

62d0662d6eaeddedebae7f 7ea3a4f 6b6

fIFfffffffffffffffffffffffffcOOO

70c46bb30692beb657f 7eaa93ebad9897

fIffffffffffffffffffffffffffeOOO

323994cf b9da285a5d9642e1759b224a

fEFffffffeffeffefffeffefffffsfOOO

1dbf 57877b7b17385¢c85d0b54851e371

fIFffffffffffffffffffffffffff800

df a5¢c097cdc1532ac071d57b1d28d1bd

fIffffffffffffffefffffeffffffcOO

3a0c53f a37311f c10bd2a9981f 513174

fEFEffeffffffffeeffffffffffffeOO

ba4f 970c0a25c41814bdae2e506be3b4

fEFFffffffffffffffffffffffffiffoO

2dce3acb727cd13ccd76d425ea56e4f 6

fIffffffffffeffeeffefffefffffffB0

5160474d504b9b3eef b68d35f 245f 4b3

fIFEffefffffeffefffeffffffffffco

41a8a947766635dec37553d9a6¢c0chb7

fEfffffffffffffffffffffffffiffeO

25d6¢f e6881f 2bf 497dd14cd4ddf 445b

fIFffffffffffffffffffffffffifffo

41c78c135ed9e98c096640647265dale

FEFEfFeffeffeffeefffefffefffffffe

5a4d404d8917e353e92a21072¢c3b2305

fEfffffffffffffffffffffffffififc

02bc96846b3f dc71643f 384cd3cc3eaf

frfffffffffefffffffffffffffffffe

9bad4a9143f 4e5d4048521c4f 8877d88e

fIffffffffffffffefffffffffffffffef

alf 6258c877d5f cd8964484538bf c92c
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E.2. Keysize=192
PLAI NTEXT and/ or

IV = 00000000000000000000000000000000

KEY

CIPHERTEXT

80000000000000000000000000000000
0000000000000000

de885dc87f 5a92594082d02cclelb42c

c0000000000000000000000000000000
0000000000000000

132b074e80f 2a597bf 5f ebd8ea5dab5e

€0000000000000000000000000000000
0000000000000000

6eccedf 8de592c22f b81347b79f 2db1f

f 0000000000000000000000000000000
0000000000000000

180b09f 267c45145db2f 826c2582d35¢

f 8000000000000000000000000000000
0000000000000000

edd807ef 7652d7eb0el13c8b5e15b3bcO

f c000000000000000000000000000000
0000000000000000

9978bcf 8dd8f d72241223ad24b31b8a4

f e000000000000000000000000000000
0000000000000000

5310f 654343e8f 27e12c83a48d24ff 81

f £ 000000000000000000000000000000
0000000000000000

833f 71258d53036b02952c76¢c744f 5al

f f 800000000000000000000000000000
0000000000000000

eba83f f 200cf f 9318a92f 8691a06b09f

f f c0O0000000000000000000000000000
0000000000000000

ff 620cchbe9f 3292abdf 2176b09f 04eba

f f e00000000000000000000000000000
0000000000000000

7ababc4b3f 516c9aaf b35f 4140b548f 9

fff 00000000000000000000000000000
0000000000000000

aal87824d9c4582b0916493ecbhde8c57

fff 80000000000000000000000000000
0000000000000000

1c0ad553177f d5eal092c9d626a29dc4

fffc0000000000000000000000000000
0000000000000000

abdc46¢37261194124ecaebd680408ec

fffe0000000000000000000000000000
0000000000000000

edf 2f 2ae23e9b10bacf a58601531bab4

ffff0000000000000000000000000000
0000000000000000

b7d67cf 1lale91e8f f 3a57al172c7bf 412

ffff8000000000000000000000000000
0000000000000000

26706be06967884e847d137128ce47b3

ffffc000000000000000000000000000
0000000000000000

b2f 8b409b0585909aad3a7b5a219072a

ffffe000000000000000000000000000
0000000000000000

5e4b7bf f 0290c78344c54a23b722cd20

fffff000000000000000000000000000
0000000000000000

07093657552d4414227cel61e9ebf 7dd
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fffff800000000000000000000000000
0000000000000000

elaf 1e7d8bc225ed4df f b771ecbb9e67

fffffcO0000000000000000000000000
0000000000000000

ef 6555253635d8432156¢f d9c11bl45a

fffffe00000000000000000000000000
0000000000000000

f b4035074a5d4260¢c90cbd6dabe3f ceb

ffffff00000000000000000000000000
0000000000000000

446ee416f 9ad1c103eb0cc96751c88el

ffffff80000000000000000000000000
0000000000000000

198ae2a4637ac0a7890a8f d1485445c9

ffffffcO0O00000000000000000000000
0000000000000000

562012ec8f aded0825f b2f a70ab30chd

ffffffe0000000000000000000000000
0000000000000000

cc8a64b46b5d88bf 7f 247d4dbaf 38f 05

fffffff0000000000000000000000000
0000000000000000

al68253762e2cc81b42d1e5001762699

fffffff8000000000000000000000000
0000000000000000

1b41f 83b38ce5032c6cd7af 98cf 62061

fffffffc000000000000000000000000
0000000000000000

61a89990cd1411750d5f b0dc988447d4

fffffffe000000000000000000000000
0000000000000000

b5accc8ed629edf 8c68a539183blea82

ffffffff000000000000000000000000
0000000000000000

b16f a71f 846b81al3f 361c43a851f 290

ffffffff800000000000000000000000
0000000000000000

Af ad6ef df f 5975aee7692234bcd54488

ffffffffcO0000000000000000000000
0000000000000000

ebf db05a783d03082df e5f dd80a00b17

ffffffffe00000000000000000000000
0000000000000000

eb81b584766997af 6ba5529d3bdd8609

fffffffff00000000000000000000000
0000000000000000

Ocf 4f f 4f 49c8a0ca060c443499e29313

fffffffff80000000000000000000000
0000000000000000

cc4ba8a8e029f 8b26d8af f f 9df 133bb6

fffffffffcO0000000000000000000000
0000000000000000

f ef ebf 64360f 38e4e63558f Of f c550c3

fffffffffe0000000000000000000000
0000000000000000

12ad98cbf 725137d6a8108c2bed99322

ffffffffff0000000000000000000000
0000000000000000

6af aa996226198b3e2610413celb3f 78

ffffffffff8000000000000000000000
0000000000000000

2a8ce6747a7e39367828e290848502d9

ffffffffffcO0O0000000000000000000
0000000000000000

223736e8b8f 89cale37b6deab40f acf 1

ffffffffffe000000000000000000000
0000000000000000

c0f 797e50418b95f a6013333917a9480
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fffffffffff000000000000000000000
0000000000000000

a758de37c2ece2a02c73c01f edc9al32

fffffffffff800000000000000000000
0000000000000000

3a9b87ae77bae706803966¢c66¢c73adbd

fffffffffffcOO000000000000000000
0000000000000000

d365ab8df 8f f d782e358121a4a4f c541

fffffffffffe00000000000000000000
0000000000000000

c8dcd9ebf 75e6c36c8daee0466f 0ed74

ffffffffffff00000000000000000000
0000000000000000

c79a637beb1c0304f 14014c037e736dd

ffffffffffff80000000000000000000
0000000000000000

105f 0a25e84ac930d996281a5f 954dd9

ffffffffffffcO000000000000000000
0000000000000000

42e4074b2927973e8d17f f a92f 7f e615

ffffffffffffe0000000000000000000
0000000000000000

4f e229d2c1824449c69e3e0398f 12963

fffffffffffff0000000000000000000
0000000000000000

b7f 29clelf 62847a15253b28al1e9d712

fffffffffffff8000000000000000000
0000000000000000

36ed5d29b903f 31e8983ef 8b0az2bf 990

fffffffffffffcOO0000000000000000
0000000000000000

27b8070270810f 9d023f 9dd7f f 3b4aa2

fffffffffffffe000000000000000000
0000000000000000

94d46e155c1228f 61d1a0db4815ecc4b

ffffffffffffff000000000000000000
0000000000000000

ca6108d1d98071428eeceef 1714b96dd

ffffffffffffff800000000000000000
0000000000000000

dc5b25b71b6296¢f 73dd2cdcac2f 70b1

ffffffffffffffcOO000000000000000
0000000000000000

44aba95e8a06a2d9d3530d2677878c80

ffffffffffffffe00000000000000000
0000000000000000

a570d20e89b467e8f 5176061b81dd396

fffffffffffffff0O000000000000000
0000000000000000

758f 4467a5d8f 1e7307dc30b34e404f 4

fffffffffffffff80000000000000000
0000000000000000

bcea28e9071b5a2302970f f 352451bch

fffffffffffffffcOO00000000000000
0000000000000000

7523c00bc177d331ad312e09¢c9015clc

fffffffffffffffe0000000000000000
0000000000000000

ccac61e3183747b3f 5836da2lalbc4f 4

ffffffffffffffffO00O00000000000000
0000000000000000

707b075791878880b44189d3522b8c30

ffffffffffffffff8000000000000000
0000000000000000

7132d0c0e4a07593cf 12ebb12be7688c

ffffffffffffffffcOO0000000000000
0000000000000000

ef f bac1644deb0c784275f e56el19ead3




ffffffffffffffffe000000000000000
0000000000000000

a005063f 30f 4228b374e2459738f 26bb

fffffffffffffffff0O0O0000000000000
0000000000000000

29975b5f 48bb68f cbbc7cea93b452ed7

fffffffffffffffff800000000000000
0000000000000000

cf 3f 2576e2af edc74bblca7eeeclcOe?

fffffffffffffffffcOOO00000000000
0000000000000000

07c403f 5f 966e0e3d9f 296d6226dca28

fffffffffffffffffe00000000000000
0000000000000000

c8c20908249ab4a34d6dd0a31327ff 1a

ffffffffffffffffff0OO0O00000000000
0000000000000000

c0541329ech6159ab23b7f c5eb6a2lbca

ffffffffffffffffff80000000000000
0000000000000000

7aalacf la2ed9ba72bc6deb31d88b863

ffffffffffffffffffcOOO0000000000
0000000000000000

808bd8eddabb6f 3bf 0d5a8a27belf e8a

ffffffffffffffffffe0000000000000
0000000000000000

273c7d7685e14ec66bbb96b8f 05b6ddd

fffffffffffffffffff0OO00000000000
0000000000000000

32752eef c8c2a93f 91b6e73eb07ccabe

fffffffffffffffffff 8000000000000
0000000000000000

d893e7d62f 6ce502c64f 75e281f 9¢c000

fffffffffffffffffffcOO0000000000
0000000000000000

8df d999be5d0cf a35732c0ddc88f f 5a5

fffffffffffffffffffe000000000000
0000000000000000

02647¢c76a300c3173b841487eb2bae9f

ffffffffffffffffffffOO0O000000000
0000000000000000

172df 8b02f 04b53adab028b4e0lacd87

ffffffffffffffffffff80O0000000000
0000000000000000

054b3bf 4998aeb05af d87ec536533a36

ffffffffffffffffffffcOOO0O0000000
0000000000000000

3783f 7bf 44c97f 065258a666cae03020

ffffffffffffffffffffe00000000000
0000000000000000

aad4c8a63f 80954104de7bh92cedelbel

fffffffffffffffffffffOOO00000000
0000000000000000

cbf e61810f d5467ccdacb75800f 3ac07

fffffffffffffffffffff80000000000
0000000000000000

830d8a2590f 7d8el1b55a737f 4af 45f 34

fffffffffffffffffffffcOOO0000000
0000000000000000

fffcd4683f 858058e74314671d43f a2c

fffffffffffffffffffffeO0O00000000
0000000000000000

523d0babbb82f 46ebc9e70blcd41dddO

ffffffffffefffffefffffOOO0000000
0000000000000000

344aab37080d7486f 7d542a309e53eed

fEffffffffffffffffffff 8000000000
0000000000000000

56¢5609d0906b23ab9caca816f 5dbebd
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fffffffffefffffffffffffcOOO000000

7026026eedd91adc6d831cdf 9894bdc6

0000000000000000
ffffffffffffffffffffffe000000000 | 88330baadf2b618f c9d9p021bf 503d5a
0000000000000000
fffffffffffffffffffffffOO0O000000 | fc9eOea22480b0bac935c8a8ebef cdcf
0000000000000000
fEffffffefffffffffffffffB0O0000000 | 29ca779f 398f b04f 867da7e8a44756¢ch
0000000000000000
fEfffffffffffffffffffffcOOO00000 | 51f89c42985786bfc43c6df 8ada36832
0000000000000000
fffffffffffffffffffffffeOO0000000 | 6aclde5fb8f21d874e91c53b560c50e3
0000000000000000
fEffffffffffffffffffffffOOO00000 | 03aa9058490eda306001a8a9f 48d0ca7
0000000000000000
fEffffffffffffffefffffffB80O000000 | e34ec71d6128d4871865d617c30b37e3
0000000000000000
fEffffffffffffffffffffffcOOO0000 | 14belc535b17cabd0c4d93529d69bf 47
0000000000000000
fIffffffffffffffffffffffeO000000 | c9ef67756507beec9dd3862883478044
0000000000000000
fEffffffffffeeffeffefffffOOO0000 | 40e231fa5a5948ce2134e92fc0664d4b
0000000000000000
fEFffffffffffffffffffffff8000000| 03194b8e5dda5530d0c678c0b48f5d92
0000000000000000
fEFffffffffffffffffffffffcOOO0O00 | 90bd086f237cc4afd99f 4d76bde6b4826
0000000000000000
ffffffffffffffffeffffffffeO00000| 19259761cal7130d6ed86d57cd7951ee
0000000000000000
fEFffeffffefffffffffffffffOOO000 | d7cbb3f34b9b450f24b0e8518e54da6d
0000000000000000
fIfffffffffeffefffffffffffB8O0000 | 725b9caebedf 7f417f 4068d0d2ee20b3
0000000000000000
fEFFfeffffffffffffffffffffcOO000 | 9d924b934a90celf d39b8a9794f 82672
0000000000000000
fEffffffffffffffffffffffffeO0000 | c50562bf 094526a91c5bc63c0c224995
0000000000000000
fEffffffeffeffeffeffeffffffOO000]| d2f11805046743bd74f57188d9188df 7
0000000000000000
fEFffeffffeffffefffffffffffB8O000| 8dd274bdOf 1b58ae345d9e7233f 9b8f 3
0000000000000000
fEFEfffffeffeeffeffffffffffcOOOO | 9d6bdc8f 4ce5febOf 3bed2e4b9a9bb0b
0000000000000000
fEFFffeffffeffffffffffffffffe0000|fd5548bcf3f42565f 7efa94562528d46
0000000000000000
fEFfFfffffffffffffffffffffffOOO0| d2ccaebd3ad4c3e80b063748131bada7l
0000000000000000
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fEfffffffeefeffeeffeffeffsfff8000
0000000000000000

e03cb23d9e11¢c9d93f 117e9¢c0a91b576

fEffffffffefffffffffffffffffcOOO
0000000000000000

78f 933a2081lac1db84f 69d10f 4523f e0

fEffffffffffffffeffeffefffffeOOO
0000000000000000

4061f 7412ed320de0edc8851c2e2436f

fEfffffffeefeefeeffeffeffeffsfOOO
0000000000000000

9064balcd04ce6bab98474330814b4d4

FEFffffffffffffffffefffffffff8O0
0000000000000000

48391bf f b9cf ff 80ac238c886ef 0ad461

fEfffffffeffeffeeffeffeffffffcOO
0000000000000000

b8d2a67df 5a999f dbf 93edd0343296¢9

fEfffffffffffffffffffffffffffenO
0000000000000000

aaca7367396b69a221bd632bea386eec

FEFEfffffeffeefeefeeffeffffffsfOO
0000000000000000

a80f d5020df e65f 5f 16293ec92c6f d89

fEfffffffeffeefeeffeffeffeffsrsfaO
0000000000000000

2162995b8217a67f 1abc342e146406f 8

FEffffffffffffffffffffffffffffco
0000000000000000

cb6ab6164b7a60baed4e986f f ac28df add9

fEffffffffffeffeeffeffefffffffel
0000000000000000

64e0d7f 900e3d9c83e4b8f 96717b2146

fEfffffffffffffffffffffffffffffo
0000000000000000

1lad2561de8c1232f 5d8dbab4739b6cbb

FEffffffffffeffeeffefffeffffffffsd
0000000000000000

279689e9a557f 58b1c3bf 40c97a90964

fEfffffffefffeffeffeffeffffffffc
0000000000000000

c4637e4a5e6377f 9cc5a8638045de029

fEffffffffeffffffffffffffffffffe
0000000000000000

492e607e5aea4688594b45f 3aee3df 90

fEfffffffeffeefeeffeffeffeeffeaees
0000000000000000

e8c4e4381f eec74054954c05b777a00a

fEfffffffeffeeffeffeffeeffeefeoaees
8000000000000000

91549514605f 38246c9b724ad839f 01d

FEfffffffffffefffefffefffeffeefffaees
c000000000000000

74h24e3h6f ef e40a4f 9ef 7ac6e44d76a

fEfffffffeffeefeeffeffefreefeaee
€000000000000000

2437a683dc5d4b52abb4al123a8df 86¢c6
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FEffffffffffeeffeeffffeffferefreee
ffffffc0000000000000000000000000

ba77413dea5925b7f 5417ea47f f 19f 59

fEfffffffeffeefeeffeffeffeeffeaees
ffffffe0000000000000000000000000

6cae8129f 843d86dc786a0f b1al184970

fEfffffffeffeeffeffeffeeffeefeoaees
fffffff0000000000000000000000000

fcfef b534100796eebbd990206754e19

FEfffffffffffeffefffefffeffeeffeeees
fffffff8000000000000000000000000

8c791d5f dddf 470da04f 3e6dc4a5b5b5

fEfffffffeffeefeeffeffefreefeaee
fffffffc000000000000000000000000

c93bbdc07a4611aed4bb266ea5034a387

FEffffffffffffefffffeffffeeffrraee
fffffffe000000000000000000000000

c102e38e489aa74762f 3ef c5bb23205a

FEffffffffffeeffeffeffeffeefeeees
ffffffff000000000000000000000000

93201481665cbaf c1f cc220bc545f b3d

fEfffffffeffeefeeffeffeffeefeeees
ffffffff800000000000000000000000

4960757ec6ceb8cf 195e454cf dOf 32ca

FEffffffffffffeffffeefffeeeffreree
ffffffffc00000000000000000000000

f eec7ceb6abcbd07¢c043416737f 1bbb33

fEfffffffeffeefeeffeffeffeeffeaees
ffffffffe00000000000000000000000

11c5413904487a805d70a8edd9c 35527

fEfffffffeffeeffeffeffeeffeefeoaees
fffffffff00000000000000000000000

347846b2b2e36f 1f 0324c86f 7f 1b98e2

FEfffffffffffefffefffefffeffeefffaees
fffffffff80000000000000000000000

332eeelalchd19ca2d69b426894044f 0

fEfffffffeffeefeeffeffefreefeaee
fffffffffc0000000000000000000000

866b5b3977babef a5128ef bda9f f 03cd

fEfffffffeffffeffffeerfffeeeffeeaee
fffffffffe0000000000000000000000

ccl445ee94c0f 08cdeebc344ecdle233

fEfffffffeffeefeeffeffeffeeffeaees
ffffffffff0000000000000000000000

be288319029363c2622f ebadb05df df e

fEfffffffeffeeffeffeffeeffeefeoaees
ffffffffff8000000000000000000000

cfd1875523f 3cd21c395651e6eel5e56

FEfffffffffffeffefffefffeffeefffeees
ffffffffffc000000000000000000000

cb5a408657837c53bf 16f 9d8465dcel9
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fEfffffffeffeefeeffeffeffeefeeees
ffffffffffe000000000000000000000

calObf 42cb107f 55ccf f 2f c09ee08calb

FEfffffffferfffeeffffefeefffffreaere
fffffffffff000000000000000000000

f dd9bbb4a7dc2e4a23536a5880a2db67

fEfffffffeffeefeeffeffeffeeffeaees
fffffffffff800000000000000000000

eded447b362c484993dec9442a3b46aef

fEfffffffeffeeffeffeffeeffeefeoaees
fffffffffffcOO000000000000000000

10df f b05904bf f 7c4781df 780ad26837

FEfffffffffffeffefffefffeffeeffeeees
fffffffffffe00000000000000000000

c33bc13e8de88ac25232aa7496398783

fEffffffffffeeffeeffeffefreefeaees
ffffffffffff 00000000000000000000

ca359c70803a3b2a3d542e8781dea975

FEffffffffffffefffffeffffeeffrraee
ffffffffffff80000000000000000000

bcc65b526f 88d05b89ce8a52021f db06

fEfffffffeffeefeeffeffeffeeffeaees
ffffffffffffc0000000000000000000

db91a38855c8c4643851f bf b3580b0109

fEfffffffeffeeffeffeffeeffeefeoaees
ffffffffffffe0000000000000000000

cab6e8893all4ae8e27d5ab03a5499610

FEfffffffffffeffefffefffeffeeffeeees
fffffffffffff0000000000000000000

6629d2b8df 97da728cdd8ble7f 945077

fEfffffffeffeefeeffeffefreefeaee
fffffffffffff8000000000000000000

4570a5a18cf c0dd582f 1d88d5¢c9al1720

FEffffffffffffefffffeffffeeffrraee
fffffffffffffcO00000000000000000

72bc65aa8e89562e3f 274d45af 1cd10b

FEffffffffffeeffeffeffeffeefeeees
fffffffffffffe000000000000000000

98551dalab6503276aelc77625f 9eab1l5

fEfffffffeffeefeeffeffeffeefeeees
ffffffffffffff 000000000000000000

0ddf e51lced7e3f 4ae927daa3f e452cee

FEffffffffffffeffffeefffeeeffreree
ffffffffffffff800000000000000000

db826251e4ce384b80218b0eldaldd4c

fEfffffffeffeefeeffeffeffeeffeaees
ffffffffffffffcOO000000000000000

2cacf 728b88abbad7011ed0e64a1680c

fEfffffffeffeeffeffeffeeffeefeoaees
ffffffffffffffe00000000000000000

330d8ee7c5677e099ac74c9994eedcf b

FEfffffffffffefffefffefffeffeefffaees
fffffffffffffff00000000000000000

edf 61ae362e882ddc0167474a7a77f 3a

fEfffffffeffeefeeffeffefreefeaee
fIfffffffffffff80000000000000000

6168b00ba7859e0970ecf d757ef ecf 7c

fEfffffffffffffffeeeffffeeeffrreere
fffffffffffffffcO0000000000000000

d1415447866230d28bbleal8adcdf d02

fEfffffffeffeefeeffeffeffeeffeaees
fffffffffffffffe0000000000000000

516183392f 7a8763af ec68a060264141

fEfffffffeffeeffeffeffeeffeefeoaees
ffffffffffffffff0000000000000000

77565c8d73cf d4130b4aa14d8911710f

FEfffffffffffeffefffefffeffeefffeees
ffffffffffffffff8000000000000000

37232a4ed21ccc27c19¢9610078cabac

48




fEfffffffeffeefeeffeffeffeefeeees
ffffffffffffffffcOO0000000000000

804f 32ea71828c7d329077e712231666

FEffffffffffefffefffeefeffffffeeeee
ffffffffffffffffe000000000000000

d64424f 23ch97215e9c2c6f 28d29eab7

fEfffffffeffeefeeffeffeffeeffeaees
fffffffffffffffff 000000000000000

023e82b533f 68c75c238cebdb2ee89a2

fEfffffffeffeeffeffeffeeffeefeoaees
fffffffffffffffff800000000000000

193a3d24157a51f 1ee0893f 6777417e7

FEfffffffffffeffefffefffeffeeffeeees
fffffffffffffffffcOO000000000000

84ecacf cd400084d078612b1945f 2ef 5

fEffffffffffeeffeeffeffefreefeaees
fffffffffffffffffe00000000000000

1dcd8bb173259eb33a5242b0de31a455

FEffffffffffffefffffeffffeeffrraee
fIffffffffffffffff00000000000000

35e9eddhbc375e792¢19992¢c19165012b

fEfffffffeffeefeeffeffeffeeffeaees
ffffffffffffffffff80000000000000

8a772231c01df dd7c98e4cf ddcc0807a

fEfffffffeffeeffeffeffeeffeefeoaees
ffffffffffffffffffcOO0O0000000000

6eda7f f 6b8319180f f 0d6€65629d01c3

FEfffffffffffeffefffefffeffeeffeeees
ffffffffffffffffffe0000000000000

c267ef 062d01a993944dd397101413chb

fEfffffffeffeefeeffeffefreefeaee
fEfffffffffffffffff 0000000000000

e9f 80e9d845bccOf 62926af 72eabca39

FEffffffffffffefffffeffffeeffrraee
fffffffffffffffffff 8000000000000

6702990727aa0878637b45dcd3a3b074

FEffffffffffeeffeffeffeffeefeeees
fffffffffffffffffffcOO0000000000

2e2e647d5360e09230a5d738ca33471e

fEfffffffeffeefeeffeffeffeefeeees
fffffffffffffffffffe000000000000

1f 56413c7add6f 43d1d56e4f 02190330

FEffffffffffeefffeeefffeefffreaee
ffffffffffffffffffff 000000000000

69cd0606el15af 729d6bcal43016d9842

fEfffffffeffeefeeffeffeffeeffeaees
fIffffffffffffffffff 800000000000

a085d7¢c1a500873a20099c4caa3c3f 5b

fEfffffffeffeeffeffeffeeffeefeoaees
ffffffffffffffffffffcOOO00000000

4f c0d230f 8891415b87hb83f 95f 2e09d1

FEfffffffffffefffefffefffeffeefffaees
ffffffffffffffffffffe00000000000

4327d08c523d8eba697a4336507d1f 42

fEfffffffeffeefeeffeffefreefeaee
fIfffffffffffffffffff0O0O000000000

7al5aab8270l1lef abae36abl1d6b76290f

fEfffffffffefffefeerfffeeefffreaee
fffffffffffffffffffff80000000000

5bf 0051893a18bb30e139a58f edOf a54

fEfffffffeffeefeeffeffeffeeffeaees
fIfffffffffffffffffffcOO0O0000000

97e8adf 65638f d9cdf 3bc22c17f e4dbd

fEfffffffeffeeffeffeffeeffeefeoaees
fffffffffffffffffffffe0000000000

lee6ee326583a0586491¢c96418d1a35d

FEfffffffffffeffefffefffeffeefffeees
ffffffffffffffffffffff 0000000000

26b549c2ec756f 82ecc48008e529956b
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fEfffffffeffeefeeffeffeffeefeeees
fEffffffffffffffffffff 8000000000

70377b6da669b072129e057cc28e9cab

FEfffffffeffeeffeefffeerffereffeee
ffffffffffffffffffffffcOOO000000

9c94b8b0cb8bcc919072262b3f a05ad9

fEfffffffeffeefeeffeffeffeeffeaees
fIffffffffffffffffffffe000000000

2f bb83df dOd7abcb05cd28cad2df b523

fEfffffffeffeeffeffeffeeffeefeoaees
fffffffffffffffffffffffOO0O000000

96877803de77744bb970d0a91f 4debae

FEfffffffffffeffefffefffeffeeffeeees
fffffffffffffffffffffff 800000000

7379f 3370cf 6e5cel2ae5969c8eeal3l?2

fEffffffffffeeffeeffeffefreefeaees
fEfffffffffffffffffffffcOOO00000

02dc99f a3d4f 98ce80985e7233889313

FEffffffffffffefffffeffffeeffrraee
fffffffffffffffffffffffe00000000

1e38e759075ba5cab6457da51844295a

fEfffffffeffeefeeffeffeffeeffeaees
ffffffffffffffffffffffffOO0O00000

70bed8dbf 615868alf 9d9b05d3e7a267

fEfffffffeffeeffeffeffeeffeefeoaees
fIffffffffffffffffffffffB80O000000

234b148b8ch1d8c32b287e896903d150

FEfffffffffffeffefffefffeffeeffeeees
ffffffffffffffffffffffffcOOO0000

294b033df 4da853f 4be3e243f 7e513f 4

fEfffffffeffeefeeffeffefreefeaee
fIffffffffffffffffffffffe0000000

3f 58c950f 0367160adec45f 2441e7411

FEffffffffffffefffffeffffeeffrraee
ffFffffffffffffffffffffff0OO00000

37f 655536a704e5acel82d742a820cf 4

FEffffffffffeeffeffeffeffeefeeees
fffffffffffffffffffffffff8000000

ea7bd6bb63418731aeac790f e42d61e8

fEfffffffeffeefeeffeffeffeefeeees
fEfffffffffffffffffffffffcOOO000

e74a4c999b4c064e48bb1e413f 51ebea

fEfffffffeffffeffffeerfffeeeffeeaee
fffffffffffffffffffffffffe000000

ba9ebef db4ccf 30f 296cech3bc1943e8

fEfffffffeffeefeeffeffeffeeffeaees
fIFfffffffffffffffffffffffOO0000

3194367a4898c502¢c13bb7478640a72d

fEfffffffeffeeffeffeffeeffeefeoaees
fIffffffffffffeffeffefffff800000

da797713263d6f 33a5478a65ef 60d412

FEfffffffffffefffefffefffeffeefffaees
ffffffffffffffffffffffffffcOO000

dlac39bblef 86b9c1344f 214679aa376

fEfffffffeffeefeeffeffefreefeaee
fIffffffffffffffffffffffffe00000

2f dea9e650532be5bc0e7325337f d363

FEfffffffferfffeeffffefeefffffreaere
fIFffffffffffffffffffffffffOO000

d3a204dbd9c2af 158b6cab7a5156ceda

fEfffffffeffeefeeffeffeffeeffeaees
fIFffffffffffffffffffffffffB8O000

3a0ale75a8da36735aee6684d965a778

fEfffffffeffeeffeffeffeeffeefeoaees
fEfffffffefffffefffffffffffcOOOO

52f c3e620492ea99641eal68da5b6d52

FEfffffffffffeffefffefffeffeefffeees
fffffffffffffffffffffffffffe0000

d2e0c7f 15b4772467d2cf c873000b2ca
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fEfffffffeffeefeeffeffeffeefeeees
fEFEfFeffeffeffefffeffffffffOOOO

563531135e0c4d70a38f 8bdb190bal4e

FEffffffffffffeffffeefffeeffreaee
fEffffffffffffffffffffffffffB8000

a8a39a0f 5663f 4c0f e5f 2d3caf f f 421a

fEfffffffeffeefeeffeffeffeeffeaees
fIFfffffffffffffffffffffffffcOOO

d94b5e90db354c1e42f 61f abel67b2cO

fEfffffffeffeeffeffeffeeffeefeoaees
fIfffffffffffffeffffffffffffeOOO

50e6d3c9b6698a7cd276f 96b1473f 35a

FEfffffffffffeffefffefffeffeeffeeees
fEfffffffffffffffffffffffffffOOO

9338f 08e0ebee96905d8f 2e825208f 43

fEffffffffffeeffeeffeffefreefeaees
fEFEFFeffeffffffeffffffffffff8O0

8b378c86672aa54a3a266bal9d2580ca

FEffffffffffffefffffeffffeeffrraee
fIFffffffffffffffffffffffffffcOO

cca7c3086f 5f 9511b31233da7cab9160

fEfffffffeffeefeeffeffeffeeffeaees
fEFffffffffffffffffffffffffffenO

5b40f f 4ec9be536ba23035f a4f 06064c

fEfffffffeffeeffeffeffeeffeefeoaees
fEFEffeffeffeffefffeffefffffffOO

60eb5af 8416b257149372194e8b88749

FEfffffffffffeffefffefffeffeeffeeees
fEFfffffffffffffffffffffffffffa0

2f 005a8aed8a361c92e440c15520cbhd1l

fEfffffffeffeefeeffeffefreefeaee
FEFEfffffffffffffffffffffffiffco

7b03627611678a997717578807a800e2

FEffffffffffffefffffeffffeeffrraee
fEFfffffffffffffffffffffffffffeO

cf 78618f 74f 6f 3696e0a4779b90b5a77

FEffffffffffeeffeffeffeffeefeeees
fEfffffffffffffffffffffffffifffo

03720371a04962eaea0a852e69972858

fEfffffffeffeefeeffeffeffeefeeees
FEFEfFeffeffeffeeffefffeffffiffes

1f 8a8133aa8ccf 70e2bd3285831cabb7

fEfffffffffffffffeereffffeefffreere
fEfffffffffffffffffffffffffifffc

27936bd27f b1468f c8b48bc483321725

fEfffffffeffeefeeffeffeffeeffeaees
fIfffffffffffffffffffffffffifffe

b07d4f 3e2cd2ef 2eb545980754df eaOf

fEfffffffeffeeffeffeffeeffeefeoaees
fEfffffffffffefffefffefffeffeffeaeef

4pbf 85f 1b5d54adbc307b0a048389adch
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